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AGENDA — THE NEXT 45 MINUTES

Introductions
2 mins: Dial-in buffer & context

Recap of the programme
5 mins: Objectives and work to date

Merging Models
5 mins: Approach to connecting neighbouring nodes

NDTP & ESO Technical Alignment
4 mins: Outline of level 2 MVP Architecture
2 mins: Summary of NDTP alignment

Security
5 mins: Approach to managing security

Next Steps
5 mins: Roadmap of upcoming work

Q&A

All questions via Slido

slido.com
Code: #VirtualES
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VIRTUAL ENERGY SYSTEM ARUP camapulT @ s
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COMMON FRAMEWORK

Defining roles &
responsibilities

People

Aligning around
industry codes &
standards

Process

Aligning models
& taxonomies

Data

Connecting
physical
infrastructure

Technology

Raising
awareness &
fostering culture

Engaging
stakeholders

Establishing
management &
governance

Enhancing
modelling and
analysis

Building
capabilities &
skills

Creating a
governance
framework

Increasing
visibility &
enabling sharing

Creating an
interoperable
‘tech-stack’

Determining the
operating
environment

Managing
security

Virtual Energy System |

Powered by ESO



PROJECT TIMELINE

Definethe
vision
Dec 21 -Feb22

Benchmarking &

key factors

Sketch the
concept
Mar 22 — Apr 22

Develop
enablers
Jul 22 — Sep 22

Data standards,

use case, &

ARUP caapull @ s

Set design
principles
Nov 22 — Aug 23

Common
framework

Align &
Plan
Nov 23 — Mar 24

Identified global
best practices for
connecting digital
twins

Refined learning
of these into key
factors required
for interoperability

Tested key
factors with
industry
Recommendation
to create tangible
demonstrator of
the framework in
practice

advisory groups

Reviewed
industry maturity
in data standards
and data portals
to set direction
Refine use case
Published
strategy for
advisory groups

demonstrator

Developing
industry-validated
governance
model and
technology
requirements.
Creating
wireframe of
demonstrator

Technical alignment
with NDTP and Open
Energy on the data
sharing infrastructure
logical architecture
Develop the
operating
environment, and
security model
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OVERVIEW OF OUR CURRENT PHASE ARUP camapull @ s

Pilot Use Case

Use case data and Model connectivity

onboarding preparation approach

Infrastructure and Trust Framework

Alignment of data sharing
Technology architecture infrastructure
requirements

Definition of requirements
of trust framework

Key Factors

Security Operating

scoping environment
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VALIDATING THE USE CASE ARUP cxnpullT @z
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MERGING MODELS
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LEVEL 2 APPLICATION ARCHITECTURE

ARUP CATAPEQS!:MT @légl(;reaker

Data Sharing Infrastructure

Data Preparation System
Data Preparation Node

DPN User Interface

DPN Integration

DPN Data Mapping DPN Datastore

DPN Metadata DPN Schema
Repository Assurance

DPN Monitoring &

Management DPN Security Services

Data Sharing Mechanism System
Data Sharing Mechanism

DSM User Interface

Data Catalogue

DPN Node
Management

DSM Security Services

Trust Services

Schema Assurance
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LEVEL 2 APPLICATION ARCHITECTURE ARUP camapull @ s

Data Sharing Mechanism System
Data Sharing Mechanism

DSM User Interface DSM Security Services

Data Catalogue Trust Services

DPN Node Management Schema Assurance

DSM acting as the control plane between the nodes

Data Preparation System
Data Preparation Node

Data Preparation System
Data Preparation Node

DPN User Interface DPN Data Mapping DPN Datastore DPN User Interface DPN Data Mapping DPN Datastore

>

Federation of data
DPN Integration DPRI\épI\c/I)zti{aodr?/ta DPN Schema Assurance exchange of CIM DPN Metadata
between nodes

DPN Integration . DPN Schema Assurance
Repository

<

DPN Monitoring &
Management

DPN Monitoring &
Management

DPN Security Services DPN Security Services
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LEVEL 2 APPLICATION ARCHITECTURE

Energy Organisafon’'s Systems
Modelling Applications

Modelling System API
Endpoints

Modelling System
Datastore

Modelling System Deta
Export

[Power System|
Analysis Tool

Energy Organisafon's|
Datastore

Energy Organisafion's|
Consuming Service

ARUP caapull @ s

Data S anngin Tastructure
Data Preparation System

DPN Ul Manage
Access Cortrol
Permissions

DPN Ul Manage Data
Mapping Pipelines

DPN Schema
Assurance

Digital Certificate
Repository

Message Integity
Protection

DPN Access Control
Permissions

DPN Data Mapping

DPN Data Mapping
Pipelines

DPN API Integration

DPN API Conrector

DPN API Endpoints

DPN API Endpoint
Management

DPN Metadata
Repository

Data Preparation Node (DPN)

DPN User Interface

DPN Web Senvice Interface

DPN Ul Perform Data  DPN Ul Monitoring and
Management Management

DPN Monitoring &
Management

DPN Security Services

Security Policy

Digital Signatures Management

Session Authertication
Management

DPN Datastore

DPN Datastore
(Subscribed)

DPN Datastore
(Unstandardised)

DPN Datastore
(Standardised)

DPN Integration

DPN Message Broker

DPN Subscribed Data
Message Queues

DPN Published Data
Message Queues

DPN Message Service

DPN Message
Connector
(Subscribed)

DPN Message
Connector (Published)

Data Sharing Mechanism

DSM Ul Trust
Framework
Management

DSM Ul No
Management

Trust Services

Digital Certificaion

Service Licence Repository

DSM Security Services

DSM Directory

Services Auditing & Monitoring

Data Sharing Mechanism

DSM User Interface

DSM Web Service Inierface

DSM Ul Data
Catalogue

DSM Ul Secuity
Management

DPN Node Management

DPN Integration
Management

Node Health &
Monitoring

User & System

Logging Search Engine

Data Request Service

DSM Ul Schema
Assurance

Schema Assurance

Schema Repository

Data Catalogue

Catalogue

Management Metadata Repository

Tagging &

Categorisation Notification System
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DEFINING THE SECURITY CONTROLS ARUP camapull @ s

Security Attributes

Prevention Services

= G
= Entity Unlque l|ty Reglsi tlon tity Authonsallon ‘Ter Authentication
Naming
Commypieati N\
-
= Sessmn “Rlessage Q ¢h-Repudiation Physical/Environmental
Authentlcailo Authentica Security Services
/ \~ 5/
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= App Entlty P ogical Access = Audit Trails
Authorisation Control
/
= Security Man ent Services
SSecurity Policy Security Training & < Security S&curity Monitoring = Security
Management Awareness Provisioning Administration
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Enablers

HIGH LEVEL ROADMAP (2023 - 2035) ARUP camapull @ s

MVP Launch for regulated networks Full launch Business as usual
FSO Day 1 Learning & detailed VirtualES live for regulated VirtualES live for Data sharing infrastructure
of implementation plan networks through RIIO3 entire sector is business as usual
gem Ofgem
governance governance
consultation | consultation
start determination RIIO T3/GD3 start RIIO ED3 start
2023 2024 2025 . 2026 2027 2028 2029 ‘ 2030 2035
] ' I \J I I Iv I I U 1 1 1 1 @
Dewelop the detailed design for Update and evolve design of the data sharing ' Steady state operation and
data sharing infrastructure infrastructure based on MVP leaming Iterate the solution N compliance monitoring N
Build and test the infrastructure and
Build & test MVP based service model N ‘Compylete roll out to all identified New users onboarding
on agreed use case ” day 1’ users (RIIO3 organisations) _
> Roll out to early adopters & innovators — > "
—_—
Review industry codes, recommend plan for ‘Digital and data grid code' implemented Progressive roll out to the wider energy ) . i
Ewolution & continuous improvement

a ‘digital and data grid code’ development‘ through the Trust Framework N sector

= »

v

Implement data sharing infrastructure governance

»

i i i Ofgem consultation Incentives for non-
Strategic Outline Full Business g O e - Mandate for
i on the an regulated markets, ) !
Business Case Case approved _ _ g : implementation of
future implementation using SIF as a e ) , Further enablers thc as programme develops
. . . ) . digital grid code’ and
Ofgem data sharing Confirm funding of data sharing mechanism to adopt )
: . N use of VirtualES
governance consultation routes infrastrictire the dinital infrastriictiire

Notes to reader:
These slides are a snapshot of the work to date on the Virtual Energy System underpinning framework. The ;i iyal T T—— _!

intent is to share the evolving knowledge and learnings with industry. This roadmap reflects draft proposals. o
Formore information on the latest developments please contact VirtualES @nationalgrid.com




HIGH LEVEL ROADMAP (TODAY - 2025) ARUP camapull @ s

Now Align & Plan FSO Day 1 Pilot MVP RIIO T3/GD3
start
2023 2024 2025
1 1
/.. Ofgem consultation on data sharing
infrastructure governance
Technical alignment Pilot development (Use case: outage plgnning)
Delivery roadmap MVP dewvelopment (Use case: strategic planning)
Functional specification Start to integrate further selected use cases

»

Strategic Outline Business Case
e

Data Sharing A B C D
Infrastructure > ﬁ = EE
“Maturity” and

Completeness The functionality and capabilities of the data sharing infrastructure are developed
and increase in maturity through the prioritised requirements from use cases

y

v

E X

Notes to reader:

These slides are a snapshot of the work to date on the Virtual Energy System underpinning framework. The ;i iyal Energy System s ‘
intent is to share the evolving knowledge and learnings with industry. This roadmap reflects draft proposals. o
Formore information on the latest developments please contact VirtualES @nationalgrid.com
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