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ENTSO-E Mission Statement
Who we are

ENTSO-E, the European Network of Transmission System Operators for Electricity, is the association for the cooperation of the
European transmission system operators (TSOs). The 42 member TSOs, representing 35 countries, are responsible for the secure
and coordinated operation of Europe’s electricity system, the largest interconnected electrical grid in the world. In addition to its
core, historical role in technical cooperation, ENTSO-E is also the common voice of TSOs.

ENTSO-E brings together the unique expertise of TSOs for the benefit of European citizens by keeping the lights on, enabling
the energy transition, and promoting the completion and optimal functioning of the internal electricity market, including via the
fulfilment of the mandates given to ENTSO-E based on EU legislation.

Our mission

ENTSO-E and its members, as the European TSO community, fulfila common mission: Ensuring the security of the inter-connected
power system in all time frames at pan-European level and the optimal functioning and development of the European intercon-
nected electricity markets, while enabling the integration of electricity generated from renewable energy sources and of emerging
technologies.

Our vision

ENTSO-E plays a central role in enabling Europe to become the first climate-neutral continent by 2050 by creating a system that is
secure, sustainable and affordable, and that integrates the expected amount of renewable energy, thereby offering an essential
contribution to the European Green Deal. This endeavour requires sector integration and close cooperation among all actors.

Europe is moving towards a sustainable, digitalised, integrated and electrified energy system with a combination of centralised
and distributed resources. ENTSO-E acts to ensure that this energy system keeps consumers at its centre and is operated and
developed with climate objectives and social welfare in mind.

ENTSO-E is committed to use its unique expertise and system-wide view — supported by a responsibility to maintain the system'’s
security — to deliver a comprehensive roadmap of how a climate-neutral Europe looks.

Our values
ENTSO-E acts in solidarity as a community of TSOs united by a shared responsibility.

As the professional association of independent and neutral regulated entities acting under a clear legal mandate, ENTSO-E serves
the interests of society by optimising social welfare in its dimensions of safety, economy, environment, and performance.

ENTSO-E is committed to working with the highest technical rigour as well as developing sustainable and innovative responses
to prepare for the future and overcoming the challenges of keeping the power system secure in a climate-neutral Europe. In all
its activities, ENTSO-E acts with transparency and in a trustworthy dialogue with legislative and regulatory decision makers and
stakeholders.

Our contributions

ENTSO-E supports the cooperation among its members at European and regional levels. Over the past decades, TSOs have un-
dertaken initiatives to increase their cooperation in network planning, operation and market integration, thereby successfully
contributing to meeting EU climate and energy targets.

To carry out its legally mandated tasks, ENTSO-E’s key responsibilities include the following:

» Development and implementation of standards, network codes, platforms and tools to ensure secure system and market oper-
ation as well as integration of renewable energy; » Assessment of the adequacy of the system in different timeframes;

» Coordination of the planning and development of infrastructures at the European level (Ten-Year Network Development Plans,
TYNDPs);

» Coordination of research, development and innovation activities of TSOs;
» Development of platforms to enable the transparent sharing of data with market participants.
ENTSO-E supports its members in the implementation and monitoring of the agreed common rules.

ENTSO-E is the common voice of European TSOs and provides expert contributions and a constructive view to energy debates to
support policymakers in making informed decisions.
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Glossary

ALFC Annual Load-Frequency Control.

CE Continental Europe.

Contingency list “the list of contingencies to be simulated
in order to test the compliance with the opera-
tional security limits” [1, p. 4].

Energy not supplied “the estimated energy which would
have been supplied to end-users if no interrup-
tion and no transmission restrictions had oc-
curred” [2, p. 18].

ENS energy not supplied.

ENTSO-E European Network of Transmission System Oper-
ators for Electricity.

Exceptional contingency “the simultaneous occurrence of
multiple contingencies with a common cause” [1,
p. 6].

FCR “‘frequency restoration reserves’ or ‘FCR’ means the
active power reserves available to restore system
frequency to the nominal frequency and, for a
synchronous area consisting of more than one
LFC area, to restore power balance to the sched-
uled value” [1, p. 5].

FRR “‘frequency restoration reserves’ or ‘FRR’ means the
active power reserves to restore system fre-
qguency to the nominal frequency and, for a syn-
chronous area consisting of more than one LFC
area, to restore power balance to the scheduled
value” [1, p. 5].

GB Great Britain.

ICS Incident Classification Scale.

ICS event An ICS event indicates the occurrence of a single
ICS criteria violation.

ICS incident In the ICS Annual Report, the term incident
is used to represent all related ICS events that
have affected the normal operation of the elec-

2021 Incident Classification Scale Annual Report
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tric power grid. Therefore, one ICS incident may
have multiple ICS events.

IE/NI Ireland / Northern Ireland.

LFC area “‘load-frequency control area’ or ‘LFC area’
means a part of a synchronous area or an en-
tire synchronous area, physically demarcated by
points of measurement at interconnectors to
other LFC areas, operated by one or more TSOs
fulfilling the obligations of load-frequency con-
trol” [1, p. 5].

OPS operational security indicator relevant to operational
planning and scheduling.

Ordinary contingency “the occurrence of a contingency of
a single branch or injection” [1, p. 7].

OS operational security indicator relevant to operational
security.

Out-of-range contingency “the simultaneous occurrence
of multiple contingencies without a common
cause, or a loss of power generating modules
with a total loss of generation capacity exceed-
ing the reference incident” [1, p. 7].

PGF Power Generating Facility.

RR “‘replacement reserves’ or ‘RR’ means the active power
reserves available to restore or support the re-
quired level of FRR to be prepared for addi-
tional system imbalances, including generation
reserves” [1, p. 5].

SA Synchronous Area.

SOGL System Operation Guideline, or Commission Regula-
tion (EU) 2017/1485 of 2 August 2017 establish-
ing a guideline on electricity transmission system
operation [1].

TSO Transmission System Operator.
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1 Introduction

The 2021 Incident Classification Scale Annual Report has
been prepared according to the Incident Classification
Scale (ICS) Methodology developed by ENTSO-E accord-
ing to Article 15(1) of the Commission Regulation (EU)
2017/1485 of 2 August 2017 establishing a guideline on
electricity transmission system operation (SOGL) [1].

The latest ICS Methodology was approved on 4 December
2019 [3] and was used for the first time in the 2020 ICS
Annual Report. The ICS Methodology has been updated
several times since its creation in 2012. The latest changes
made in 2018 and 2019 are presented in Section 2.1. The
ICS aims to:

e Provide an overview of operational security indica-
tors as specified in Article 15 of SOGL.

¢ Identify any improvements necessary to support sus-
tainable and long-term operational security.

¢ |dentify any appropriate improvements to the net-
work operation tools required to maintain opera-

entso®

tional security and that are related to real-time oper-
ation and operational planning to support Transmis-
sion System Operators (TSOs) in their task identified
in Article 55(e) of SOGL.

e Provide explanations for the reasons behind inci-
dents at the operational security ranking scales 2 and
3 as per the ICS adopted by ENTSO for Electricity;
those explanations are based on an investigation of
the incidents by TSO. The process of this investiga-
tion is set out in the ICS Methodology.

The Annual Report aggregates data prepared by each TSO
and provides a high-level summary of scale 0-3 ICS inci-
dents and a detailed review of scale 2 and scale 3 incidents.

The Annual Report of the ICS covers incident reports from
all of ENTSO-E’s full members. Amprion provided infor-
mation regarding incidents leading to frequency degrada-
tion in continental Europe (CE) for odd months, and Swiss-
grid provided information for even months. The frequency
events in the Nordics were provided by Svenska Kraftnat.
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2 Incident Classification Scale

The criteria for incident classification are defined by using
definitions from SOGL and IEC standards. Each criterion
factually describes an incident or an observable situation.

Only significant incidents are recorded and classified ac-
cording to a scale based on severity. Therefore, this report
is not a compilation of all the incidents that occurred but
rather those that meet the criteria of the ICS Methodology.

The ICS has 4 levels of increasing severity, ranging from
noteworthy incidents up to significant or widespread inci-
dents. System events which are not classified as incidents
are recorded in a ‘Below Scale’ category. The severity lev-
els are compliant with the system state definitions listed in
SOGL. The scales used in the Annual Report are:

e Below Scale', for anomalies and local events — the

system remains in a normal state. Below scale events
are only included in the calculation of operational se-
curity indicators.

Scale 0, for noteworthy local incidents — the system
remains in a normal state.

Scale 1, for significant incidents with violation of op-
erational security limits — the system is in an alert
state.

Scale 2, for extensive incidents involving probability
of wide area incident — the system is in an emergency
state.

Scale 3, for major incidents in the control area of a
single TSO — the system is in a blackout state.

Table 2.1: The Incident Classification Scale used to categorise incidents in the pan-European power system.

Below scale Scale 0 Scale 1 Scale 2 Scale 3
Anomaly Noteworthy Significant incident Extensive incident Major incident
Priority | Short definition Priority | Short definition Priority finition
(Criterion short code) (Criterion short code) (Criterion short code)
#11 | Incidents on load (L1) #1 Blackout (OB3)
#28 | Incidents leading to fre- #12 | Incidents leading to fre-
quency degradation (FBS) quency degradation (F1)
#13 | Incidents on network
elements (T1)
#29 | Incidents on power #14 |Incidents on power
generating facilities (GBS) generating facilities (G1)
#15 | N-1 violation (ON1)
#16 | Separation from the grid
(RS1)
#30 | Violation of standards on #17 | Violation of standards on
voltage (OVBS) voltage (OV1)
#18 | Reduction of reserve
capacity (RRC1)

Loss of tools, means and
facilities (LT1)

1Remark: The ‘below Scale’ level has been added to report events that are needed to calculate operational security indicators that are relevant
to operational security but these events are not included in the ICS scales of 0, 1, 2 and 3. These events are considered anomalies. ‘Below Scale’ only
exists for reporting of violations of standards of voltage, incidents on power generating facilities and incidents leading to frequency degradation. For
all other criteria the ICS scales of 0, 1, 2 and 3 are sufficient to calculate the operational security indicators
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2.1 Changes in the Incident Classification Scale Methodology

The current ICS Methodology has been updated several
times since its introduction. The latest update in 2019 was
to implement input received from ACER. This included an
update of several thresholds and the addition of the new
‘below scale’ level. In addition, some adjustments were
made to improve the quality of the ICS data. The first ICS
Annual Report to use the 2019 update was the 2020 ICS
Annual Report.

The Methodology was also updated in 2018 to align it with
the requirements of SOGL. The update refined definitions
and thresholds to improve overall data quality, make the
results comparable between synchronous areas and TSO,
improve analyses, and identify system operations improve-
ments.

The updates made in 2018 and 2019 are described below.
Each update has significantly changed the reported data.
Therefore, the results gathered after each update cannot
be directly compared to those from previous years.

As of 2018, annual workshops are being organised to en-
sure further high-quality and consistent reporting for all
TSO.

2.1.1 ICS Methodology 2019 criteria

updates

The main update in the 2019 ICS Methodology was the
addition of the ‘below scale’ criteria for incidents on fre-
quency degradation (FBS), incidents on power generat-
ing facilities (GBS) and violation of standards on voltage
(OVBS). This addition decreases the reporting threshold for
G and OV incidents sufficiently to enable the better calcula-
tion of the security indicators OS-B, OS-F1 and OS-F2. Fur-
thermore, short frequency deviations that do not endan-
ger the system operating condition are registered as below
scale instead of scale 0. However, the below-scale events
are only used when the operational security indicators are
calculated.

Furthermore, definitions were clarified and the vocabulary
was aligned to that used in ENTSO-E.

New ICS criteria

Incidents on load (LO) and separation from the grid (RSO)
were added to the ICS criteria table. LO incidents include
disconnections of load of more than 100 MW and less than
1 % of the load in a TSO’s control area (between 1-5 % in
isolated systems). RSO incidents include grid separations
involving only one TSO when the asynchronous systems
have a load of 1-5 % of the total load prior to the incident.

Incidents leading to frequency degradation (F)

The duration thresholds for incidents leading to frequency
degradation were changed. Scale 0 duration thresholds
were increased by 2—4 minutes and scale 2 duration
thresholds were added as they did not previously exist. A
‘below scale’ level was added to collect short frequency
deviations between 0-5 minutes, which would have been
scale 0 events previously. See the ICS Methodology for fur-
ther details.

Incidents on transmission network elements (T)

Incidents on network elements (T) were extended to also
include voltage levels below 220 kV when the network ele-
ments are relevant for maintaining operational security in
the TSO’s control area.

Violation on standards on voltage (OV)

All thresholds for violations on standards on voltage (OV)
were revised. Prior to 2020, only voltage deviations longer
than 30 minutes were registered. As of 2020, voltage de-
viations may already be registered after 5 minutes, or 30
seconds if they are major. See the ICS Methodology for
further details.

Reduction of reserve capacity (RRC)

The time threshold of 15 minutes was changed to the min-
imum scheduling resolution of the power generation facil-
ities of each TSO as the scheduling resolution can vary by
5 to 30 minutes between TSO.

2.1.2 ICS Methodology 2019 security

indicator updates

The operational security indicators OS-B, OS-F1, OS-F2 con-
ditions were extended to cover ‘below scale’ incidents.

2.1.3 ICS Methodology 2018 criteria

updates

Incidents leading to frequency degradation (F)

The ‘Alert State Trigger Time’ of an incident was removed
in favour of defining duration thresholds for different fre-
quency deviation magnitudes. For example, as of 2018, a
scale 0 frequency incident in CE requires either a frequency
deviation of 50-100 mHz that lasts 3—15 minutes or a fre-
quency deviation of 100—200 mHz that lasts 0-5 minutes.
Prior to 2018, frequency deviations had to last for at least
5 minutes to be categorised.
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Incidents on transmission network elements (T)

The scale 0 threshold was updated to register all final trips
of transmission network elements without any other ICS
violations. The scale 1 threshold was changed to regis-
ter only final trips of transmission network elements that
trigger an N-1 violation. In addition, the 220-330 kV volt-
age range was added to the report; prior to 2018, only the
380-420 kV and 220 kV cross-border connections were in-
cluded.

N and N-1 violations:

N-1 violations (ON1) without consequences to neighbour-
ing TSOs are no longer to be registered.

Loss of tools and facilities (LT)

Scale 0 incidents (LTO) were added to the ICS criteria.

Violations of standards on voltage (OV)

The duration threshold for an OV incident was increased to
30 minutes, and the criteria changed so that scale 0 volt-
age violations should only affect one substation; a scale 1
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incident should affect more than one substation but only
one TSO, and a scale 2 voltage violation should affect more
than one substation and more than one TSO. In addition,
the exclusion of voltage violations exceeding 0.9-1.1 pu in
the 300-400 kV range was removed.

2.1.4 ICS Methodology 2018 security

indicator updates

Three new operational security indicators relevant to op-
erational security were created, and three others were re-
named in the 2018 ICS Methodology update. The changes
were as follows:

e 0S-D became 0S-D1, and OS-D2 was created to cal-
culate the number of individual OS-D1 occurrences.

e OS-E became 0OS-E1, and OS-E2 was created to cal-
culate the number of individual OS-E1 occurrences.

e OS-F became OS-F2, and OS-F1 was created to calcu-
late the time duration of all OS-F2 occurrences per
TSO.
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3 Pan-European Overview

This chapter provides a pan-European overview of the
events and incidents in 2021 reported by the TSOs. The
general overview per synchronous area and TSO is given in

entso®

Section 3.1. Section 3.2 analyses events per circuit length
and consumption and Section 3.3 illustrates the evolution
of events between 2017-2021.

3.1 Number of classified events and incidents

This section presents the number of ICS events and ICS in-
cidents that meet the ICS criteria. The numbers are shown
per synchronous area and TSO and their distribution by
scale or ICS criterion. The term ICS event differs from
ICS incident as an incident may contain multiple events.
The ICS criteria used in this report are presented in Ta-
ble 2.1.This pan-European assessment does not include
Great Britain (GB).

As shown in Table 3.1, TSOs reported 3894 ICS events in
2021; of which 3063 were scale 0, 814 were scale 1, and
17 were scale 2. No scale 3 events were reported. The per-
centage distribution of scales 0, 1 and 2 ICS events were
78.7 %, 20.9 % and 0.4 %, respectively. There were 177
more ICS events than ICS incidents. Of these, 148 were
scale 0 events, 23 were scale 1 events, and 6 were scale 2
events. The similar number of ICS events and ICS incidents
in the pan-European transmission grids indicates that most
ICS incidents only had one ICS event.

Table 3.2 presents the total number of incidents per syn-
chronous area and scale in 2021. Table 3.3 presents the
same information but for events. Table 3.4 shows the per-
centage distribution of incidents meeting the ICS criteria
in the pan-European power grid. Table 3.5 presents the
same information but for events. Approximately 92 % of all
events, as well as incidents, occurred in CE. The high per-
centage is due to the significantly larger synchronous area
of CE than the others. However, it should be noted that
in smaller synchronous areas, single incidents can have a
disproportionate effect on the percentage distributions as
the total number of incidents within them is small.To allow
for better comparisons, Section 3.2 presents these num-
bers normalised by consumption and circuit length in each
region.

Table 3.6 shows the number of incidents per TSO and scale;
Table 3.7 gives the same overview but per event. The re-
sponsible TSO for events leading to frequency degrada-
tion is marked in most cases as 'Freq (CE)‘ in CE and 'Freq
(Nordic)’ in the Nordic synchronous area because it is rarely
possible to determine which TSO is responsible for a partic-
ular frequency event. Usually, frequency events are caused
by a combination of different reasons. The actual causes

of many of the unknown F-events are usually deterministic
frequency deviations (DFDs) caused by changes in gener-
ation and balance diagrams at the beginning and end of
business hours. Incidents classified as scale 0 and scale 1
are widely distributed across most TSOs. There were zero
scale 2 events in the Baltics, Nordics, Ireland and Northern
Ireland (IE/NI), 16 in CE, and 1 in isolated systems. All the
reported scale 2 incidents in CE were related to the three
scale 2 incidents described in Chapter 4.

Table 3.9 displays the reported ICS events by criteria for
each synchronous area. The most frequent events in 2021
were incidents on transmission network elements (T0) with
1446 events, incidents leading to frequency degradation
(FO) with 816 events, and violations of standards on voltage
(OV1) with 513 events. A significant portion occurred in CE.
The newly added ICS criteria LO and RRCO were reported
4 times and 26 times, respectively. Although CE and the
Nordic synchronous area reported 746 and 70 events lead-
ing to frequency degradation (FO), respectively, this type
of incident was not reported in the Baltic area, Ireland nor
the isolated systems. Violations of standards on voltage
and reductions of reserve capacity are only reported in CE.
Scale 2 events are widely distributed over dominating cri-
teria but did not occur in Baltic, Nordic or Ireland. There
were no scale 3 events in the ENTSO-E area in 2021.

Table 3.1: Number of ICS incidents and ICS events per scale
in 2021 and their percentage (%) distribution. Great Britain
is excluded from this table. An ICS event is different from
ICS incident, since an incident aggregates all related events,
with the ICS criteria set to the event with the highest pri-
ority according to Table 2.1.

Number of Percentage | Number of Percentage

ENTSO-E | Rue de Spa, 8 | 1000 Brussels | info@entsoe.eu

incidents of total events of total

Scale 0 2915 78.4% 3063 78.7%

Scale 1 791 21.3% 814 20.9%

Scale 2 11 0.3% 17 0.4%

Scale 3 0 0.0% 0 0.0%

Grand Total 3717 100.0% 3894 100.0%
www.entsoe.eu | @entso_e Page 5 of 94


mailto:info@entsoe.eu
www.entsoe.eu
https://twitter.com/ENTSO_E

2021 Incident Classification Scale Annual Report
FOR PUBLISHING | 21 September 2022

entso@

Table 3.2: Number of ICS incidents per scale and syn- Table 3.3: Number of ICS events per scale and syn-

chronous area in 2021.

chronous area in 2021.

Grand Grand

ScaleO  Scalel Scale2  Scale3 Total Scale0  Scalel Scale2  Scale3 Total

Baltic 36 4 - - 40 Baltic 38 4 - - 42
Continental Europe 2623 769 10 - 3402 Continental Europe 2762 791 16 - 3569
Great Britain 246 1 - - 247 Great Britain 251 1 - - 252
Ireland 22 7 - - 29 Ireland 25 8 - - 33
Isolated systems 26 3 1 - 30 Isolated systems 26 3 1 - 30
Nordic 208 8 - - 216 Nordic 212 8 - - 220
Grand Total 3161 792 11 - 3964 Grand Total 3314 815 17 - 4146

Table 3.5: Percentage distribution of ICS events per scale
and synchronous area in 2021.

Table 3.4: Percentage distribution of ICS incidents per
scale and synchronous area in 2021.

Scale 0 Scale 1 Scale 2 Scale 3 Scale 0 Scale 1 Scale 2 Scale 3
Baltic 90.0% 10.0% - - Baltic 90.5% 9.5% - -
Continental Europe 77.1% 22.6% 0.3% - Continental Europe 77.4% 22.2% 0.4% -
Great Britain 99.6% 0.4% - - Great Britain 99.6% 0.4% - -
Ireland 75.9% 24.1% - - Ireland 75.8% 24.2% - -
Isolated systems 86.7% 10.0% 3.3% - Isolated systems 86.7% 10.0% 3.3% -
Nordic 96.3% 3.7% - - Nordic 96.4% 3.6% - -
Grand Total 79.7% 20.0% 0.3% - Grand Total 79.9% 19.7% 0.4% -
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Table 3.6: Number of ICS incidents per scale for each TSO in
the pan-European transmission grid in 2021. An ICS event
is different from ICS incident, since an incident aggregates
all related events, with the ICS criteria set to the event with
the highest priority according to Table 2.1.

entso@

Table 3.7: Number of ICS events per scale for each TSO in
the pan-European transmission grid in 2021. An ICS event
is different from ICS incident, since an incident aggregates
all related events, with the ICS criteria set to the event with
the highest priority according to Table 2.1.

Synchronous Grand Synchronous Grand
area 7SO Scale0 Scalel Scale2  Scale3 Total area TSO Scale0 Scalel Scale2  Scale3 Total
Baltic AST 7 - - - 7 Baltic AST 7 - - - 7
Elering AS 23 - - - 23 Elering AS 23 - - - 23

Litgrid AB 6 4 - - 10 Litgrid AB 8 4 - - 12

Continental  50Hertz 49 17 - - 66 Continental  50Hertz 50 17 - - 67
Europe Amprion 94 3 - - 97 Europe Amprion 102 3 - - 105
APG 18 4 - - 22 APG 18 4 - - 22

CEPS 37 5 - - 42 CEPS 39 5 - - 44

ELES 5 2 - - 7 ELES 5 2 - - 7

Elia 11 9 - - 20 Elia 11 9 - - 20

EMS JSC 36 118 1 - 155 EMS JSC 37 119 1 - 157

Energinet (CE) 38 - - - 38 Energinet (CE) 38 - - - 38

ESO EAD 31 - - - 31 ESO EAD 38 - - - 38

HOPS 52 13 1 - 66 HOPS 60 16 3 - 79

IPTO 60 34 - - 94 IPTO 60 34 - - 94

MAVIR ZRt 274 337 - - 611 MAVIR ZRt 274 337 - - 611

NOS BiH 28 - 1 - 29 NOS BiH 29 2 1 - 32

OST 23 - - - 23 osT 61 - - - 61

PSE 112 2 1 - 115 PSE 114 3 2 - 119

Red Eléctrica 256 - 1 - 257 Red Eléctrica 274 1 3 - 278

REN 17 - 1 - 18 REN 18 - 2 - 20

RTE 224 52 1 - 277 RTE 230 54 1 - 285

SEPS 15 11 - - 26 SEPS 31 12 - - 43

Swissgrid 123 15 - - 138 Swissgrid 126 15 - - 141

TEIAS 41 - - - 41 TEIAS 41 - - - 41

TenneT DE 67 6 - - 73 TenneT DE 67 6 - - 73

TenneT NL 48 5 - - 53 TenneT NL 48 5 - - 53

TERNA 86 9 - - 95 Terna 88 9 - - 97

Transelectrica 112 28 3 - 143 Transelectrica 130 39 3 - 172

TransnetBW 27 7 B B 34 TransnetBW 27 7 - B 34

Freq (CE) 739 92 - - 831 Freq (CE) 746 92 - - 838

Great Britain  National Grid ESO 246 1 - - 247 Great Britain  National Grid ESO 251 1 - - 252
Ireland EirGrid 19 6 - - 25 Ireland EirGrid 22 7 - - 29
SONI 3 1 - - 4 SONI 3 1 - - 4

Isolated Cyprus TSO - - - - - Isolated Cyprus TSO - - - - -
systems Landsnet 26 3 1 - 30 systems Landsnet 26 3 1 - 30
Nordic Energinet (Nordic) 13 - - - 13 Nordic Energinet (Nordic) 13 - - - 13
Fingrid Oyj 14 - - - 14 Fingrid Oy;j 14 - - - 14

Statnett 21 3 - - 24 Statnett 25 3 - - 28

Svenska Kraftnat 90 2 - - 92 Svenska Kraftnat 90 2 - - 92

Freq (Nordic) 70 3 - - 73 Freq (Nordic) 70 3 - - 73

Grand Total 3161 792 11 - 3964 Grand Total 3314 815 17 - 4146
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Table 3.8: ICS incidents by dominating criteria for each synchronous area in 2021. An ICS event is different from ICS
incident, since an incident aggregates all related events, with the ICS criteria set to the event with the highest priority
according to Table 2.1.

Continental Great Isolated Grand

Scale  ICS criterion Baltic Europe Britain Ireland systems Nordic Total
Scale O Incidents leading to frequency degradation (FO) - 739 3 - - 70 812
Incidents on load (LO) - 2 - - - 1 3
Incidents on network elements (TO) 19 1190 217 8 26 100 1560
Incidents on power generating facilities (GO) 16 129 10 14 - 15 184

Loss of tools, means and facilities (LTO) 1 66 16 - - 22 105
Reduction of reserve capacity (RRCO) - 26 - - - - 26
Separation from the grid (RSO) - - - - - - -
Violation of standards on voltage (OV0) - 471 - - - - 471

Total 36 2623 246 22 26 208 3161

Scale 1 Incidents leading to frequency degradation (F1) - 92 - - - 3 95
Incidents on load (L1) - 1 - - - - 1
Incidents on network elements (T1) 4 22 - - 1 3 30
Incidents on power generating facilities (G1) - 3 - - 2 - 5

Loss of tools, means and facilities (LT1) - 30 1 - - 1 32

N-1 violation (ON1) - 60 - 7 - - 67
Reduction of reserve capacity (RRC1) - 61 - - - - 61
Separation from the grid (RS1) - - - - N 1 1
Violation of standards on voltage (OV1) - 500 - - - - 500

Total 4 769 1 7 3 8 792

Scale 2 Incidents leading to frequency degradation (F2) - 1 - - - - 1
Incidents on load (L2) - 2 - - - - 2
Incidents on network elements (T2) - 3 - - - - 3
Incidents on power generating facilities (G2) - 1 - - - - 1

Loss of tools, means and facilities (LT2) - - - - 1 - 1

N violation (ON2) - 1 - - - - 1
Reduction of reserve capacity (RRC2) - - - - - - -
Separation from the grid (RS2) - 2 - - - - 2
Violation of standards on voltage (OV2) - - - - - - -

Total - 10 - - 1 - 11

Scale 3 Blackout (OB3) - - - - - - R
Total - - - - - - -

Grand Total 40 3402 247 29 30 216 3964
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Table 3.9: ICS events by ICS criteria for each synchronous area in 2021.

Continental Great Isolated Grand

Scale  ICS criterion Baltic Europe Britain Ireland systems Nordic Total
Scale 0 Incidents leading to frequency degradation (FO) - 746 3 - - 70 819
Incidents on load (LO) - 2 - - = 2 4
Incidents on network elements (T0) 21 1287 218 11 26 101 1664
Incidents on power generating facilities (GO) 16 138 14 14 - 15 197

Loss of tools, means and facilities (LTO) 1 68 16 - - 22 107
Reduction of reserve capacity (RRCO) - 26 - - - - 26
Separation from the grid (RSO) - - - - - 2 2
Violation of standards on voltage (OV0) - 495 - - - - 495

Total 38 2762 251 25 26 212 3314

Scale 1 Incidents leading to frequency degradation (F1) - 92 - - - 3 95
Incidents on load (L1) - 2 - - - - 2
Incidents on network elements (T1) 4 27 - - 1 3 35
Incidents on power generating facilities (G1) - 4 - - 2 - 6

Loss of tools, means and facilities (LT1) - 30 1 - - 1 32

N-1 violation (ON1) - 60 - 8 - - 68
Reduction of reserve capacity (RRC1) - 63 - - = - 63
Separation from the grid (RS1) - - - - - 1 1
Violation of standards on voltage (OV1) - 513 - - - - 513

Total 4 791 1 8 3 8 815

Scale 2 Incidents leading to frequency degradation (F2) - 1 - - - - 1
Incidents on load (L2) - 2 - - - - 2
Incidents on network elements (T2) - 4 - - - - 4
Incidents on power generating facilities (G2) - 1 - - - - 1

Loss of tools, means and facilities (LT2) - - - - 1 - 1

N violation (ON2) - 1 - - - - 1
Reduction of reserve capacity (RRC2) - 1 - - - - 1
Separation from the grid (RS2) - 6 - - - - 6
Violation of standards on voltage (OV2) - - - - - - -

Total - 16 - - 1 - 17

Scale 3 Blackout (OB3) - - - - - - -
Total - - - - - - -

Grand Total 42 3569 252 33 30 220 4 146

3.2 Events per circuit length and energy consumption

The figures in this section present the number of ICS events
in proportion to consumption or circuit length that oc-
curred in the European synchronous areas in 2021. This
pan-European assessment does not include GB.

The data concerning circuit length and energy consump-
tion until 2018 is based on the discontinued ENTSO-E sta-
tistical data [4]. The consumption and circuit length after
2018 have been gathered directly from the TSOs. When-
ever a TSO has not reported the latest consumption and
circuit length values, the value for the previous year has
been used.

Figure 3.1 shows the number of events per TWh of en-

ergy consumption, and Figure 3.2 presents the number of
events per 100 km of circuit length. Figure 3.3 presents
the number of events on transmission network elements
(TO and T1) per 100 km of circuit length.

When normalising the number of scale 0 events in 2021 per
consumption, the Baltic area has the highest value, at 1.8
ICS events per TWh of consumption, whereas the Nordic
synchronous area has the lowest value, at 0.5 events
per TWh of consumption. For scale 1, the minimum value
is 0.02 events per TWh in Nordic, and the maximum value
is 0.3 events per TWh in CE. The number of scale 2 events
per TWh of consumption is small compared to the scale 0
and scale 1 events with a maximum of 0.04 events per TWh
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of consumption in Isolated Networks.

When the number of scale 0-3 events in 2021 is nor-
malised by circuit length, 0.69 events per 100 km circuit
length can be found for Isolated Networks, which is very
close to the 0.68 events per 100 km circuit length for the
TSOs of CE. Baltic’s TSOs reported slightly more than 0.2.
In all synchronous areas, scale 0 events are most common,
which indicates that the transmission grids are usually in a
normal state after the occurrence of an event.

Incidents on transmission network elements caused a large
part of the events in the transmission grid in 2021, which
can be seen in the similarities between Figure 3.2 and Fig-
ure 3.3. The largest deviation can be found for CE, where
F and OV events also contributed significantly. Finally, it
should be noted that TSOs may include only certain volt-
age level ranges in their circuit length calculations. For ex-
ample, one TSO may include the whole 100-420 kV voltage
range whereas another TSO uses only the 220-420 kV volt-
age range. The included voltage range depends usually on
which voltage ranges the TSO owns or controls.

Baltic 179

Continental
Europe

Great Britain 1.05 ‘

Scale

Ireland 0.80 . Scale 3
Isolated 109 0.04 . Scale 2
systems . : M scale 1
Nordic 0.54 . scale 0

o

0.5 1 15 2

Number of events / 1 TWh consumption

Figure 3.1: Number of ICS events per TWh of energy con-
sumption in 2021.

3.3 Evolution 2017-2021

This section presents classified events according to the ICS
Methodology [3] as it developed between 2017-2021. In
addition, a detailed view of the ICS criteria F, T, G, OV, RRC,
LT and ON is set forth in Sections 3.3.1-3.3.7. This pan-
European assessment does not include GB.

It should be noted that the 2017 data were reported ac-
cording to the 2014 ICS Methodology [5]. The data for
2018-2019 were reported according to the 2018 Method-
ology [6], and the data for 2020 and 2021 were reported
according to the Methodology updated in 2019 [3]. There-
fore, the results for individual years cannot directly be
compared. Furthermore, one of the important updates in
2020 was to register individual ICS events instead of aggre-
gating related events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Ta-
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Figure 3.2: Number of ICS events per 100 km of circuit
length in 2021.
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Figure 3.3: Number of ICS events on transmission network
elements (TO and T1) per 100 km of circuit length in 2021.

ble 2.1.

The 2018 and 2019 Methodology updates are summarised
in Section 2.1. It should further be noted that trends
and impacts on the system must be interpreted accord-
ing to specific considerations due to inherent differences
in the manner networks have been designed and are op-
erated across separate synchronous areas. The evolution
of the annual number of events between 2017 and 2021
is shown in Figure 3.4 and Figure 3.5. Figure 3.4 presents
the annual number of events grouped by scale, and Fig-
ure 3.5 shows the annual event scale distribution percent-
ages. Both graphs showing annual per scale values indicate
that the number of scale 0 and scale 1 events has increased
significantly since 2017. However, rather than represent-
ing a substantial increase in events, the greater number of
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events is a result of the implementation of the updated
ICS Methodology [3] mentioned above. The increase con-
sists mainly of FO, TO and OVO events. A detailed view of
these incident categories is presented in Section 3.3.1, Sec-
tion 3.3.2 and Section 3.3.4, respectively. The decrease of
scale 0 events since 2020 compared to 2019 is due to the
updated ICS Methodology, which included changes such as
updated F-criteria thresholds. The scale O F-criteria dura-
tion threshold was increased from 0 minutes to between
2 and 7 minutes (depending on the synchronous area),
and the ‘below scale’ level was created to capture resid-
ual events. Therefore, the number of registered FO events
decreased from 841 in 2019 to 360 in 2020 but has risen
again in 2021 to 816.

The number of scale 1 events in 2021 increased signifi-
cantly compared to previous years, with 814 events in 2021
compared to 327 in 2020. This shift was mainly driven by
increases in OV1 events, with an increase of 396 events.
The second driver was F1 events, which increased by 88
events. A detailed view of reported ICS events per TSO
is presented in Chapter 12. Figure 3.6 and Figure 3.7
present the annual number of scale 0 events by consump-
tion and circuit length ratios. In Baltics, the number of
Scale 0 events per TWh of energy consumption increased
continuously since 2017. For the other synchronous ar-
eas, the numbers are more or less stable. Changes have to
be viewed regarding changes in the Methodology in 2020,
which added the requirement to also report tripped net-
work elements below 220 kV that are relevant for opera-
tional security.

Figure 3.8 and Figure 3.9 present the ratios of the number
of scale 1 events to consumption and the number of scale
1 events to length of circuit, respectively. The increase of
Scale 1 events for Ireland and CE continued to accelerate
in 2021. The number of Scale 1 events per consumption
and circuit length for Isolated Systems decreased signifi-
cantly in 2021. A detailed view of the annual number of
ICS events, grouped by ICS criterion, is shown in Table 3.10,
respectively.

entso@
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Figure 3.4: The annual number of ICS events per scale from
2017 to 2021. It should be noted that the recorded values
for 2016—2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the highest
priority according to Table 2.1.
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Figure 3.5: The annual percentage distribution of ICS
events per scale from 2017 to 2021. It should be noted that
the recorded values for 2016-2019 aggregate all related
ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.
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Figure 3.6: The annual number of scale 0 ICS events per
TWh of energy consumption from 2017 to 2021. It should
be noted that the recorded values for 2016—-2019 aggre-
gate all related ICS events into ICS incidents, with the ICS
criteria set to the event with the highest priority according
to Table 2.1.
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Figure 3.7: The annual number of scale 0 ICS events per
100 km of circuit length from 2017 to 2021. It should be
noted that the recorded values for 20162019 aggregate
all related ICS events into ICS incidents, with the ICS crite-
ria set to the event with the highest priority according to
Table 2.1.
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Figure 3.8: The annual number of scale 1 ICS events per
TWh of energy consumption from 2017 to 2021. It should
be noted that the recorded values for 2016—-2019 aggre-
gate all related ICS events into ICS incidents, with the ICS
criteria set to the event with the highest priority according
to Table 2.1.
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Figure 3.9: The annual number of scale 1 events per
100 km of circuit length from 2017 to 2021. It should be
noted that the recorded values for 2016-2019 aggregate
all related ICS events into ICS incidents, with the ICS crite-
ria set to the event with the highest priority according to
Table 2.1.
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Table 3.10: The annual number of ICS incidents per dominating criterion from 2017 to 2021.

ICS criterion

Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (TO)
Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)
Total

Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)
Total

Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)
Incidents on power generating facilities (G2)
N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)
Total

Blackout (OB3)

Total

Grand Total

2017

11

409

109

27

557

10

242

66

21

12

22
375

934

2018
963
988
123

341

99
2514

10
15

33

50

118

28
260

2780

2019
763
1300
119
286

1

107
2576
4
114
32

25
9
161
18
363

2941

entso@

2020
3

355
1144
132

422
109
2165
9

7
30
57
1
116
66
29
315

2481

2021

809
1343
174

471
26

89
2915

95
30

67

500
61
31

791

N P P W RN
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Table 3.11: The annual number of ICS events per ICS criterion from 2017 to 2021. It should be noted that the recorded
values for 2016—2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event with the
highest priority according to Table 2.1.

Scale  ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on load (LO) - - - 4 4
Incidents leading to frequency degradation (FO) 11 963 763 358 816
Incidents on network elements (TO) 409 988 1300 1193 1446
Incidents on power generating facilities (GO) 109 123 119 134 183
Separation from the grid (RSO) - - - 2 2
Violation of standards on voltage (OVO) 27 341 286 454 495
Reduction of reserve capacity (RRCO) 1 - 1 - 26
Loss of tools, means and facilities (LTO) - 99 107 113 91
Total 557 2514 2576 2258 3063
Scale 1 Incidents on load (L1) 10 6 4 9 2
Incidents leading to frequency degradation (F1) - 10 114 7 95
Incidents on network elements (T1) 242 15 32 35 35
Incidents on power generating facilities (G1) 2 - - 1 6
N-1 violation (ON1) 66 33 25 62 68
Separation from the grid (RS1) - - - 1 1
Violation of standards on voltage (OV1) 21 50 9 117 513
Reduction of reserve capacity (RRC1) 12 118 161 66 63
Loss of tools, means and facilities (LT1) 22 28 18 29 31
Total 375 260 363 327 814
Scale 2 Incidents on load (L2) 2 1 N 1 2
Incidents leading to frequency degradation (F2) - 1 - - 1
Incidents on network elements (T2) - - 1 - 4
Incidents on power generating facilities (G2) - - - - 1
N violation (ON2) - 3 1 - 1
Separation from the grid (RS2) - - - - 6

Violation of standards on voltage (OV2) - - - -

Reduction of reserve capacity (RRC2) - - - - 1
Loss of tools, means and facilities (LT2) - 1 - - 1
Total 2 6 2 1 17
Scale 3 Blackout (OB3) - - - - -
Total - - - - -
Grand Total 934 2780 2941 2586 3894
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3.3.1 Detailed view of events leading to frequency degradation (F)

This section presents a detailed view of scale 0-2 events
leading to frequency degradation; that is, FO, F1 and F2
events. If the main or primary cause of an event was not
reported prior to 2018, N/A (not available) was substituted.

Table 3.12 presents the annual number of events leading
to frequency degradation for each synchronous area, and
Table 3.13 show the same distributed by cause for all syn-
chronous areas combined. Figure 3.10 presents the annual
number of F events normalised by the consumption in each
synchronous area.

Before 2018, the scale 0 time threshold to report a fre-
guency event was the ‘alert state trigger time’, which was
5 or 10 minutes depending on the synchronous area. This
was changed to 0 minutes in 2018, and in 2020 it was in-
creased to 2-7 minutes (depending on the synchronous
area magnitude of the frequency deviation) to avoid re-
porting occurrences which do not affect system security.
Another important update in use as of 2020 was to also
register individual ICS events instead of aggregating related
events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1. The
2018 and 2019 ICS Methodology updates are summarised
in Section 2.1.

The number of incidents leading to frequency degradations
(F) in 2021 is much higher than 2020 but within the range
from previous years. Only for one event was a cause dif-
ferent than ‘Unknown’ provided; it was due to a previous
T1 event which caused the disturbance of the CE area on
8 January 2022. Usually, frequency events are caused by
a combination of different factors. The actual causes of
many of the unknown F events are mainly deterministic
frequency deviations (DFDs) caused by changes in gener-
ation and balance diagrams at the beginning and end of
business hours.

Table 3.12: The annual number of F events from 2017
to 2021. It should be noted that the recorded values for
2016-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020 2021
Baltic - - 1 _
Continental Europe 11 963 766 299 839
Great Britain - 58 79 2 3
Ireland - 9 4

Isolated systems

Nordic - 2 106 66 73
Grand Total 11 1032 956 367 915

Table 3.13: The annual number of F events per cause from
2017 to 2021. LGF stands for “Load or generation fore-
casts”.

Cause of event 2017 2018 2019 2020 2021
Environmental causes - - 1 - -
LGF deviations - - 7 2 -
Loss of generation - 10 16 1 -
Operation and maintenance - - - -
Other - - 2 1 -
Previous event - - - 1 4
Tripped network element - 12 15 - -
Unexpected flows - - 2 - -
Unknown - 1010 912 362 911
N/A 11 - - - -
Grand Total 11 1032 956 367 915

o
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Continental Europe
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Ireland
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Number of events / circuit length
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Figure 3.10: The annual number of F events per TWh of
consumption in each synchronous area from 2017 to 2021.
It should be noted that the recorded values for 2016-2019
aggregate all related ICS events into ICS incidents, with the
ICS criteria set to the event with the highest priority ac-
cording to Table 2.1.
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3.3.2 Detailed view of events on transmission system elements (T)

This section presents a detailed view of scale 0-2 events
on transmission system elements; that is, TO, T1 and T2
events. If the main or primary cause of an event was not
reported prior to 2018, N/A (not available) was substituted.

Table 3.14 presents the annual number of events on trans-
mission network elements for each synchronous area, and
Table 3.15 show the same distributed per cause for all syn-
chronous areas combined. Figure 3.11 presents the an-
nual number of T events normalised by the installed cir-
cuit length in each synchronous area. Figure 3.12 presents
the number of TO events normalised by the installed circuit
length in each synchronous area, and Figure 3.13 the same
but for T1 events.

As seen in Table 3.15, T events are caused mostly by techni-
cal equipment and environmental causes. Common causes
include external influences, operation and maintenance
and failure of infrastructure, whereas there are also a sig-
nificant number of T events with an unknown cause. For
the first time, Maintenance and Weather conditions have
also been provided as a cause.

The increase in T events in 2018 is due to a change in the
ICS Methodology [6], which added the 220-330 kV volt-
age range to the report. Before 2018, only 380-420 kV or
220 kV crossborder was included. Furthermore, the 2019
ICS Methodology update used as of 2020 [3] included parts
of the 100-150 kV network relevant for the TSOs’ oper-
ational security. Another important update in use as of
2020 was to also register individual ICS events instead of
aggregating related events into ICS incidents, with the ICS
criteria set to the event with the highest priority according
to Table 2.1. The 2018 and 2019 Methodology updates are
summarised in Section 2.1. The number of T events be-
tween 2018 and 2021 do not show any indication of a de-
creasing or increasing pattern, and future reports should
investigate this trend further.

Table 3.14: The annual number of T events from 2017 to
2021 per synchronous area. It should be noted that the
recorded values for 2016—2019 aggregate all related ICS
events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020 2021
Baltic 28 25 31 25 25
Continental Europe 563 872 1221 1078 1318
Great Britain 134 156 155 169 218
Ireland 9 9 9 8 11
Isolated systems 11 13 12 41 27
Nordic 40 84 60 76 104
Grand Total 785 1159 1488 1397 1703

Table 3.15: The annual number of T events per cause from
2017 to 2021. LGF stands for “Load or generation fore-
casts”.

Cause of event 2017 2018 2019 2020 2021
N/A 785

Environmental causes - 231 266 306 341
External influences - - - 95 138
Failure of infrastructure - - - 65

Failure of protection device - 66 76 4

Lack of remedial actions - 1

LGF deviations - - 1

Loss of tools or facilities - 34 34

N-1 violation - - 5

Nature (animals, vegetation) - 55 74 1
Operation and maintenance - 20 36 90 165
Other - 145 218 86 138
Previous event - - - 32 50
Technical equipment - - 11 370 488
Tripped network element 523 605 53 2
Unavailability of reactive compensation - 6 2

Unexpected flows - 3 4

Unknown - 75 156 295 381
Grand Total 785 1159 1488 1397 1703

Synchronous area
Baltic

Continental Europe
- Great Britain
Ireland
0.40 Isolated systems

Nordic

Number of T-events per 100 km circuit length

S— — e ——

Figure 3.11: The annual number of T events per 100 km in-
stalled circuit length in each synchronous area from 2017
to 2021. It should be noted that the recorded values for
2016—-2019 aggregate all related ICS events into ICS inci-

dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.
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Figure 3.12: The annual number of TO events per 100 km
of circuit length from 2017 to 2021. It should be noted that
the recorded values for 2016-2019 aggregate all related
ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.
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Figure 3.13: The annual number of T1 events per 100 km
of circuit length from 2017 to 2021. It should be noted that
the recorded values for 2016-2019 aggregate all related
ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

3.3.3 Detailed view of events on power generating facilities (G)

This section presents a detailed view of events on power
generating facilities; that is, GO, G1 and G2 events. If the
main or primary cause of an event was not reported prior
to 2018, N/A (not available) was substituted.

Table 3.16 presents the annual number of events on power
generating facilities for each synchronous area, and Ta-
ble 3.17 shows the same distributed per cause for all syn-
chronous areas combined. Figure 3.14 presents the an-
nual number of G events normalised by the consumption in
each synchronous area. As seen from Table 3.17 and unlike
the previous year, most G events are caused by technical
issues. The second most common cause is other tripped
network elements both in 2020 and 2021.

It should be noted that the recorded values for 2016-2019
aggregate all related ICS events into ICS incidents, with the
ICS criteria set to the event with the highest priority ac-
cording to Table 2.1.

As expected, most (96 %) G events were of Scale 0 and only
1 Scale 2 G event occurred (cf. Section 4.2). While Baltic
reported less incidents in 2021 than 2020, the amount of
G events per TWh of consumption is still the highest of
all synchronous areas, with 0.76. The three synchronous
areas with the highest number of G events per TWh of
consumption (Baltic, Ireland and Isolated Networks) all re-
ported decreasing event ratios, whereas the numbers for
CE and Nordic increased slightly.

Table 3.16: The annual number of G events from 2017
to 2021. It should be noted that the recorded values for
2016—-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020 2021
Baltic - 2 11 27 16
Continental Europe 84 113 93 81 143
Great Britain 2 3 - 12 14
Ireland 24 7 10 19 14
Isolated systems 3 - 4 3 2
Nordic - 1 1 5 15
Grand Total 113 126 119 147 204

Table 3.17: The annual number of G events per cause from
2017 to 2021. LGF stands for “Load or generation fore-
casts”.

Cause of event 2017 2018 2019 2020 2021
Failure of infrastructure - - - 24 -
Failure of protection device - 4 1 - -
LGF deviations - - - 1 -
Loss of generation - 102 83 6 -
Operation and maintenance - 1 - - 1
Other - 8 3 2

Previous event - - - 1 9
Technical equipment - - 1 73 125
Tripped network element - - - 20 43
Unknown - 11 31 18 23
N/A 113 - - 2 -
Grand Total 113 126 119 147 204
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Figure 3.14: The annual number of G events per TWh
of consumption for each synchronous area from 2017 to
2021. It should be noted that the recorded values for
2016-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.
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3.3.4 Detailed view of violations of standards on voltage (OV)

This section presents a detailed view of events on viola-
tions of standards on voltage; that is, OV0, OV1 and OV2
events. If the main or primary cause of an event was not
reported prior to 2018, N/A (not available) was substituted.

Table 3.18 presents the annual number of OV events from
2017 to 2021 for each synchronous area. Table 3.19 show
the same distributed by cause for all synchronous areas
combined. Figure 3.15 presents the annual number of OV
events normalised by the installed circuit length in each
synchronous area.

As seen in Table 3.19, the number of OV events due to un-
available reactive compensation decreased significantly in
2021 compared to previous years. Instead, there are sig-
nificantly more OV events caused by other or unknown
causes. Most of the OV events are scale 1 events. The
number of OV1 incidents increased significantly in 2021
compared to 2020. Of the 512 OV1 events, 336 were due
to other causes.

The reason for the increase in reported OV1 and OV2 in-
cidents in 2021 is not entirely clear. The 2020 and 2021
reports are based on the same methodology version. A
reason for the voltage increase could be the increase of
reactive power infeed, which is presumably caused by an
increase in renewable energy such as solar and wind farms.
It is advised that TSOs in CE investigate the reasons behind
the increase in registered OV1 and OV2 events.

Table 3.18: The annual number of OV events from 2017
to 2021. It should be noted that the recorded values for
2016—-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020 2021
Baltic - - - 1 -
Continental Europe 48 386 295 570 1008
Great Britain

Ireland

Isolated systems

Nordic - 5 - - -
Grand Total 48 391 295 571 1008

Table 3.19: The annual number of OV events per cause
from 2017 to 2021. LGF stands for “Load or generation
forecasts”.

Cause of event 2017 2018 2019 2020 2021
Environmental causes - 1 - -
LGF deviations - - - - 1
Operation and maintenance - - - 2

Other 132 30 229 770
Previous event - - - 1 22
Technical equipment - - - 2 1
Too low Mvar absorption - - - 3

Tripped network element - - - 1

Unavailability of reactive compensation 167 221 40

Unexpected flows - 4 1 - -
Unknown - 87 43 293 214
N/A 48 - - - -
Grand Total 48 391 295 571 1008
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Figure 3.15: The annual number of OV events per 100 km
of installed circuit length in each synchronous area from
2017 to 2021. It should be noted that the recorded values
for 2016—2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the highest
priority according to Table 2.1.
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3.3.5 Detailed view of events involving a reduction of reserve capacity (RRC)

This section presents a detailed view of scale 0-2 events in-
volving a reduction of reserve capacity; that is, RRCO, RRC1
and RRC2 events. If the main or primary cause of an event
was not reported prior to 2018, N/A (not available) was
substituted.

Table 3.20 presents the annual number of RRC events for
each synchronous area, and Table 3.21 show the same dis-
tributed per cause for all synchronous areas combined.
Figure 3.16 presents the annual number of RRC events per
100 km of installed length in each synchronous area from
2017 to 2021.

All RRC events have been reported by 6 TSOs located in the
synchronous area CE. Of the 90 events reported, 26 were
of scale 0 (RRCO), 63 of scale 1 (RRC1) and one of scale
2 (RRC2). Most of the RRC events were caused by unex-
pected discrepancies from load or generation forecasts.

It should be noted that the recorded values for 2017-2019
aggregate all related ICS events into ICS incidents, with the
ICS criteria set to the event with the highest priority ac-
cording to Table 2.1.

Table 3.20: The annual number of RRC events from 2017
to 2021. It should be noted that the recorded values for
2016-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020

Baltic - -
Continental Europe 13 118 162 66 90

Great Britain

2021

Ireland

Isolated systems

Nordic

Grand Total 13 118 162 66 90

Table 3.21: The annual number of RRC events per cause
from 2017 to 2021. LGF stands for “Load or generation
forecasts”.

Cause of event 2017 2018 2019 2020 2021
External influences - - - 1 -
Lack of reserves - 117 159 64 -
LGF deviations - - 2 - 62
Loss of generation - 1 1 - 4
Other - - - - 10
Previous event - - - - 2
Unknown - . - . 12
N/A 13 - 1 -
Grand Total 13 118 162 66 90

Synchronous area
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Isolated systems
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Number of RRC-events per 1 TWh of consumption

0.00
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Figure 3.16: The annual number of RRC events per TWh of
consumption in each synchronous area from 2017 to 2021.
It should be noted that the recorded values for 2016—-2019
aggregate all related ICS events into ICS incidents, with the
ICS criteria set to the event with the highest priority ac-
cording to Table 2.1.
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3.3.6 Detailed view of events involving loss of tools, means or facilities (LT)

This section presents a detailed view of events involving
loss of tools or facilities, that is, LTO, LT1 and LT2 events.
If the main or primary cause of an event was not reported
prior to 2018, N/A (not available) was substituted.

Table 3.22 presents the annual number of LT events for
each synchronous area, and Table 3.23 shows the same dis-
tributed by cause for all synchronous areas combined. Fig-
ure 3.17 presents the annual number of LT events per TWh
of consumption for each synchronous area.

Compared to 2020, the number of LT events has decreased
from 219 to a total of 140.

Table 3.22: The annual number of LT events from 2017
to 2021. It should be noted that the recorded values for
2016-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020 2021
Baltic - 1 - - 1
Continental Europe 18 124 124 125 98
Great Britain 2 31 42 77 17
Ireland 2

Isolated systems - 1 - 1 1
Nordic 2 2 1 16 23
Grand Total 24 159 167 219 140

Table 3.23: The annual number of LT events per cause from
2017 to 2021. LGF stands for “Load or generation fore-
casts”.

Cause of event 2017 2018 2019 2020 2021
Environmental causes - - - 1 -
Failure of infrastructure - - - 89 48
LGF deviations - - - 1 -
Loss of tools or facilities - 147 134 25 1
Operation and maintenance 1 - 7 7
Other - 7 33 70 55
Previous event - - - 4 -
Technical equipment - - - 5 1
Unknown - 4 - 17 28
N/A 24 - -
Grand Total 24 159 167 219 140

IS)
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|

2017 2018 2019 2020 2021

Figure 3.17: The annual number of LT events per TWh
of consumption for each synchronous area from 2017 to
2021. It should be noted that the recorded values for
2016-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

3.3.7 Detailed view of N- and N-1 violations (ON)

This section presents a detailed view of events involving N
and N-1 violations, that is, ONO, ON1 and ON2 events. If
the main or primary cause of an event was not reported
prior to 2018, N/A (not available) was substituted.

Table 3.24 presents the annual number of ON1 and ON2
violation events for each synchronous area. Table 3.25
shows the same distributed by cause for all synchronous
areas combined. Figure 3.18 presents the annual number
of ON events per 100 km of installed length in each syn-
chronous area.

In 2021 ON violations were only reported in the syn-
chronous area CE and Ireland.

Most ON events during 2018 and 2019 were caused by
unexpected flows, whereas in 2020 and 2021 they mostly
were due to unexpected discrepancies from load or gener-
ation forecasts. These causes are very similar in nature,
and improving load flow and generation forecasts could
drastically reduce the number of ON events. This improve-
ment is of critical importance as each ON event degrades
the TSO’s operating state to alert or emergency.

In the synchronous area CE, TSO RTE has the most reported
ON1 events. It concerns almost half (31) of the registered
ON1 events in CE.

It should be noted that the recorded values for 2017-2019
aggregate all related ICS events into ICS incidents, with the
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ICS criteria set to the event with the highest priority ac-
cording to Table 2.1.

Table 3.24: The annual number of ON events from 2017
to 2021. It should be noted that the recorded values for
2016-2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

Synchronous area 2017 2018 2019 2020 2021
Baltic B - - 1

Continental Europe 66 34 26 56 61
Great Britain - 2

Ireland - - - 3 8
Isolated systems

Nordic - 2 - 2

Grand Total 66 38 26 62 69

Table 3.25: The annual number of ON events per cause
from 2017 to 2021. LGF stands for “Load or generation
forecasts”.

Cause of event 2017 2018 2019 2020 2021
Environmental causes - 2 - - B
Failure of protection device - 1 - - -
LGF deviations 2 - 39 44
Operation and maintenance - 1 - 3 -
Other 3 3 9 10
Previous event - - - 6 9
Technical equipment - - - 1 1
Tripped network element - 3 - 1 -
Unexpected flows - 26 23 2 -
Unknown - - - 1 5
N/A 66 - - - -
Grand Total 66 38 26 62 69
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Figure 3.18: The annual number of ON events per 100 km
of installed circuit length in each synchronous area from
2017 to 2021. It should be noted that the recorded values
for 2016—2019 aggregate all related ICS events into ICS inci-
dents, with the ICS criteria set to the event with the highest
priority according to Table 2.1.
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4 A detailed view of scale 2 and scale 3 incidents

This chapter gives a detailed view of scale 2 and scale 3 in-
cidents that occurred in the synchronous areas of CE, GB,
Nordic, IE/NI or Baltic in 2021, as required by SOGL Article
15(5) [1] . There were 17 scale 2 incidents in total, of which

16 occurred in CE and one in Iceland. All of the scale 2 inci-
dents in CE were related to the scale 2 incidents described
in this chapter. No scale 3 ICS incidents were recorded in
2021.

4.1 The scale 2 incident in CE on 8 January

On Friday, 8 January 2021 at 14.05 CET, the CE Syn-
chronous Area was separated into two areas (the north-
west area and the south-east area) due to cascaded trips
of several transmission network elements. This cascade of
trips was initiated by the busbar coupler in the Croatian
substation Ernestinovo. The substation was exposed to a
high load flow, caused by a large flow pattern running from
South-East to North-West Europe. That flow pattern to-
talled approximately 5.8 GW across the separation line at
the time when the initial event took place. However, this
high load flow, particularly on the busbar coupler, was not
correctly forecasted in the security calculations.

Directly after the initial trip at 14.04, overcurrent protec-
tion tripped additional network elements due to redirected
power flows. Post-incident investigations concluded that
the power system was already on the verge of angular in-
stability before the initial event. Thus, the system became
unstable after the first trips and caused additional cascad-
ing trips. Finally, 43 seconds after the initial event at 14.05,
the CE Power System was divided into two asynchronous
areas. Due to the load flow pattern before the event, the
north-west area had a power deficit of 5.8 GW, while the
south-east area coped with the according surplus of power.

This led to frequency gradients, peaking at 49.746 Hz in the
north-west area and 50.6 Hz in the south-east area.

Based on the large frequency deviations in both areas, the
automatic frequency containment reserves started to con-
tribute power shortly after the system separation and thus
stabilised the frequency soon afterwards. This was also a
result of the further application of frequency support by
automatic interruptible loads in France and Italy as well
as through HVDC lines from the Nordic and GB power sys-
tems. Shortly after the separation, the affected TSOs as
well as the coordination centres advised all TSOs with the
guidance of EAS. The frequency leaders Amprion (for the
north-west area) as well as EMS (for the south-east area)
then further coordinated the return of the frequency to
50 Hz. As this was obtained after approx. an hour, the
resynchronisation process was started immediately by the
affected TSOs, so that the CE Power System was resynchro-
nised at 15.08.

Further investigations regarding the influence on the mar-
ket do not reveal any impact. The markets continued to
operate as planned before, during and after the incident.
Market schedules did not exceed the agreed NTC values.

4.2 Local Incident in Rogowiec (Poland) substation on 17 May 2021

On Monday 17 May 2021 at 16.34 CET an incident oc-
curred in Poland’s Rogowiec substation that tripped ten
generation units in the Betchatéw power plant and caused
a loss of 3322 MW of generation. The Polish Power Sys-
tem (PPS) was operating within security limits and with
the required level of reserves before the incident. The ac-
tive power reserve amounted to 3379 MW, whereas the
required minimum is at 1748 MW and was available on
centrally dispatched thermal and hydro Power Generating
Modules (PGM).

The incident began during the switching of the 400 kV
Rogowiec-Ottarzew (ROG4-0LT4) line into a bypass busbar.
As a result of a human error, a switching operation was
performed in the incorrect local drive cabinet that controls

the earth switch instead of the disconnector. Due to work-
manship defects and material deterioration of the ground-
ing net since the commissioning, the short-circuit current
flowed also leaked to secondary circuits and resulted in
numerous induced undesirable impulses. Protection de-
vices, unaffected by undesirable impulses, correctly sepa-
rated the affected busbar section of the substation. Conse-
quently, the Switch On The Fault (SOTF) function, that is a
standard function of long-distance protections in transmis-
sion substations, switched off the circuit breakers on both
ends of the lines to 10 working PGMs in the Befchatow
Power Plant. The amount of disconnected generation was
3322 MW.

Due to the incident, a dynamic frequency deviation of
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-158 mHz was recorded in CE SA (frequency drop to
49.842 Hz). The frequency deviation in CE returned to lev-
els below 100 mHz at 16.43, below 50 mHz at 16.49, and
finally to normal values at 16.56. A sudden increase of ex-
change balance at the synchronous profile was observed
immediately after the incident. The increase reached
4.5 GW in the import direction, which was 2.3 GW more
than the offered Net Transfer Capacity (NTC) for that hour.
The increased power flow did not cause any N violations
in PPS. N-1 situations occurred at the western border
or nearby, and were resolved by PSE in cooperation with
50Hertz (Germany) by simultaneous tap changes of PSTs in
Mikutowa and Vierraden. N-1 criteria for connected sys-

entso®

tems were fulfilled approximately 20 minutes after the in-
cident. At the same time, PSE ordered selected PGMs to
operate at the maximum possible capacity. PSE also or-
dered to start all hydro PGMs in the PPS.

Considering the activation of the whole available reserve
in PPS to compensate for power loss in the Rogowiec sub-
station and upcoming evening peak of demand, emergency
import (peaking at 1.4 GW) from neighbouring TSOs were
activated between 17.15 and 23.00. Normal operation
in 400 kV and 220 kV switchyards (except 400 kV line
Rogowiec-Ottarzew) was resumed 3.5 hours after the in-
cident. The Betchatéw PP PGMs were resynchronised with
the PPS within 30 hours.

4.3 The scale 2 incident in CE on 24 July

On Saturday 24 July 2021 at 16.36 CET, the CE synchronous
area was separated into two areas (the north-east area
and the south-west area) due to cascaded trips of several
transmission network elements. This cascade of trips was
caused by a forest fire in the vicinity of the two-circuit
400 kV Baixas-Gaudiere transmission line in France. The
fire began around 13.30 CET and a request should have
been made to RTE to disconnect the two circuits because
of their proximity to the fire. In this case, due to the ex-
treme environmental conditions which hampered commu-
nications, this request was unfortunately not made and so
the two circuits remained in service. At 16.33.11, the fire
caused a two-phase short-circuit on circuit 2 approximately
8 km from the Gaudiére substation. The protection system
detected the fault and responded correctly by opening the
circuit breaker and tripping the line at 16.33.12. Five sec-
onds after this first trip, an unsuccessful automatic reclo-
sure attempt was made, after which circuit 2 remained out
of service. At 16.35.23, circuit 1 experienced a similar fault
and tripped. The automatic reclosure was again unsuc-
cessful leaving both circuits of the 400 kV Baixas-Gaudiere
transmission line out of service.

Before the tripping, the two 400 kV Baixas-Gaudiere cir-
cuits were transporting 612 MW each from France to
Spain. Due to the separation of the Baixas substation from
the rest of the French transmission system, these two trips
resulted in the loss of the eastern interconnection between
Spain and France. The Baixas substation remained supplied
from Spain. The loss of the eastern corridor overloaded
the western and central France-Spain interconnection cor-
ridors. These overloads tripped in turn the Argia-Cantegrit
400 kV line 73.2 seconds after the second tripping. This
third trip caused a loss of synchronism between the French
and Spanish systems, which subsequently led to the com-
plete loss of interconnections between the two systems.

It should be noted that this sequence of events reflects
only the tripping of transmission lines in the high and ex-
tra high voltage transmission system. In addition, on the
French side, ten 63 kV lines tripped during the event, due
to distance and loss of synchronism protections.

After circuit 2 tripped, RTE and Red Eléctrica immediately
decided to reduce by 1.3 GW the power flows from France
to Spain. Unfortunately, circuit 1 tripped before this re-
duction could impact the load flow situation. Automatic
frequency restoration reserves were correctly activated
in Spain and Portugal, together with manual frequency
restoration in Spain. Shortly after the separation, the af-
fected TSOs as well as the CCs Amprion and Swissgrid in-
formed all TSOs of the incident via the EAS. Red Eléctrica as
the frequency leader, with support from Amprion, as SAM,
then coordinated the return of the frequency to 50 Hz in
the Iberian Peninsula. The CE Power System was resyn-
chronised at 17.09.

Further investigations regarding the influence on the mar-
ket do not reveal any impact. The markets continued to
operate as planned before, during and after the incident.
Market schedules did not exceed the agreed NTC values.

From the perspective of regional security coordination, it
can be concluded that the operational situation was con-
sistent with the forecast and within the limits of usually ex-
pected deviations. Given the 3 hour time span between
the identification of the fire breakout and the system split,
it is obvious that the risk assessment could have been ef-
fectively supported by TSOs in the event the information
on the fire and updated contingency lists was made avail-
able in time. Subsequently, necessary remedial actions
could presumably have been aligned between RTE and Red
Eléctrica and the system split might have been prevented.
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Operational Security Indicators

scheduling (OPS), as required by SOGL Article 15(3) and
15(4).

5.1 Operational security indicators relevant to operational security

This section presents the operational security indicators
relevant to operational security (OS). For convenience,
each security indicator, along with its abbreviation, de-
scription and calculation method, is presented in Table 5.1.

Most security indicators are calculated with scale 0-3 ICS
incidents. However, the OS-indicators OS-B, OS-F1 and OS-
F2 also use the reported ‘Below Scale’ ICS events. OS-F1
and OS-F2 use OVBS reported by TSOs, and OS-B use GBS
events retrieved from the ENTSO-E Transparency Platform.
The GBS events from the Transparency Platform are not

fully in line with the ICS requirements because the pro-
vided ’Unavailability of Production and Generation Units
15.1’ data also include forced outages of power generat-
ing facilities not connected to the grid. This leads to higher
than expected calculated values of the operational secu-
rity indicator OS-B. More filtering was done for the 2021
GBS data; however, more work is needed to improve the
results.

Table 5.2 shows the calculated values for each security in-
dicator for the year 2021.

Table 5.1: The operational security indicators relevant to operational security

Abbr. Description of the operational security indicator Calculation method
0S-A Number of tripped transmission system elements per  Add up the number of transmission system elements tripped
year per TSO — SOGL Article 15(3)(a) [1, p. 19]. reported for all the incidents on scale 0, 1, 2 and 3.
0S-B Number of tripped power generation facilities per year ~ Add up the number of power generation facilities tripped re-
per TSO — SOGL Article 15(3)(b) [1, p. 19]. ported for all the events/incidents on ‘Below Scale’ and Scale 0,
1,2 and 3. The number of tripped generation facilities collected
for the ‘Below Scale’ category will be taken from the ENTSO-E
transparency platform [7].
0s-C Energy not supplied due to unscheduled disconnection ~ Add up the energy not supplied reported for all incidents on
of demand facilities per year per TSO — SOGL Article scale0, 1,2 and 3 due to unscheduled disconnection of demand
15(3)(c) [1, p. 19]. facilities.
0S-D1  Time spent of being in alert and emergency states per  Add up the time being in alert and emergency states reported
year per TSO — SOGL Article 15(3)(d) [1, p. 19]. for all incidents on scale 0, 1, 2 and 3.
0S-D2  Number of instances of being in alert and emergency  Add up the number of incidents on scale 0, 1, 2 and 3 if an alert
states per year per TSO — SOGL Article 15(3)(d) [1, or emergency state was reported.
p. 19].
0S-E1  Time duration within which there was a lack of reserve  Add up the duration of incidents reported under the criteria
identified per year per TSO — SOGL Article 15(3)(e) [1, RRCO, RRC1 and RRC2; and the duration of all other incidents
p. 19]. on scale 0, 1, 2 and 3 if the reduction of reserve capacity is re-
ported.
0S-E2  Number of events within which there was a lack of Add up the number of incidents reported under the criteria
reserve identified per year per TSO — SOGL Article RRCO, RRC1 and RRC2; and the number of all other incidents
15(3)(e) [1, p. 19]. on scale 0, 1, 2 and 3 if the reduction of reserve capacity is re-
ported.
0S-F1  Time duration of voltage deviations exceeding the Add up the duration of events/incidents reported under the
ranges from Tables 1 and 2 of SOGL Annex Il per year criteria OV ‘Below Scale’ and Scale OV1 and OV2; and add up
per TSO — SOGL Article 15(3)(f) [1, p. 19]. the duration of all other incidents on the ‘Below Scale’, Scale 0,
1, 2 and 3 if voltage deviations are reported which exceed the
ranges from SOGL Annex Il [1, p. 115].
0S-F2  Number of voltage deviations exceeding the ranges  Add up the number of events/incidents reported under the cri-
from Tables 1 and 2 of SOGL Annex Il [1, p. 115] per teria OV ‘Below Scale’ and Scale OVO, OV1 and OV2; and add
year per TSO — SOGL Article 15(3)(f) [1, p. 19]. up the number of events/incidents of all other incidents on the
‘Below Scale’, Scale 0, 1, 2 and 3 if voltage deviations are re-
ported which exceed the ranges from SOGL Annex Il [1, p. 115].
0S-G1  Number of minutes outside the standard frequency Annual Load-Frequency Control Reporting (ALFC) [8] will pro-
range per year per synchronous area — SOGL Article vide data for number of minutes outside the standard fre-
15(3)(g) [1, p. 19]. quency range.
0S-G2  Number of minutes outside the 50 % of maximum  Annual Load-Frequency Control reporting [8] will provide data
steady-state frequency range per year per synchronous  for number of minutes outside the 50 % of maximum steady
area — SOGL Article 15(3)(g) [1, p. 19]. state frequency deviation.
OS-H Number of system-split separations or local blackout  Add up the number of incidents reported under the criteria RS1
states per year — SOGL Article 15(3)(h) [1, p. 19]. and RS2.
oS-I Number of blackouts involving two or more TSOs per  Add up the number of incidents reported under the criteria

year — SOGL Article 15(3)(i) [1, p. 19].

OB3, if two or more TSOs are involved.
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Table 5.2: Operational security indicators relevant to operational security per synchronous area. PGF means Power
Generating Facility. All security indicators except OS-B, OS-F1 and OS-F2 are calculated using scale 0-3 ICS incidents.
0OS-B also uses GBS events retrieved from the ENTSO-E Transparency Platform [7], and OS-F1 and OS-F2 also uses OVBS
events reported by the TSOs. National Grid ESO in Great Britain reported their GBS events themselves.

Continental

Baltic Europe

0S-A [tripped elements/TSO] 133 62.9
0S-B [tripped PGF/TSO] 53 12.2
0S-C [MWh/TSO] 0.0 73.5
0S-D1 [minutes/TSO] 20.0 2940.7
0S-D2 [incidents/TSO] 1.3 16.3
0S-E1 [minutes/TSO] 0.0 502.2
0S-E2 [incidents/TSO] 0.0 3.4
0S-F1 [minutes/TSO] 0.0 5667.6
0S-F2 [incidents/TSO] 0.0 47.8
0S-G1 [minutes] 0.0 11281.3
0S-G2 [minutes] 0.0 242.3
OS-H [incidents] 0.0 2.0
0OS-I [incidents/TSO] 0.0 0.0

Synchronous area

Great Isolated
Britain Ireland systems Nordic ENTSO-E
274.0 5.5 33.0 39.3 57.4
96.0 7.0 6.5 20.0 14.1
0.0 0.0 279 108.5 63.2
0.0 0.0 46.0 24.8 2018.6
0.0 0.0 1.0 1.0 114
0.0 0.0 0.0 0.0 343.6
0.0 0.0 0.0 0.0 23
0.0 0.0 0.0 225 3880.2
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5.1.1 Evolution of operational security indicators relevant to operational secu-

rity, 2017-2021

Figure 5.1 through Figure 5.12 show the annual calculated
values for the OS indicators OS-A to OS-H for the period
2017-2021. The OS indicator OS-I has been omitted from
this section as no scale 3 events were recorded in the
ENTSO-E area from 2017 to 2021.

The substantial increases in the OS indicators for 2018 are
a result of the updated 2018 ICS Methodology [7], which
was introduced for the 2018 Annual Report. Furthermore,
some increases in 2020 are due to the updates in the 2019
ICS Methodology. The 2018 and 2019 updates are sum-
marised in Section 2.1.

However, not all changes are due to the Methodology up-
dates. The indicator OS-B decreased compared to 2020 be-
cause more filtering was done on the GBS events retrieved
from the ENTSO-E Transparency Platform [7]. The indicator
0OS-C also decreased compared to 2020. Both OS-B and OS-
C do fluctuate depending on the occurrence of noteworthy
incidents. The indicators 0S-D1 and 0S-D2 increased com-
pared to 2020, which means that there were more events
that triggered alert or emergency states than before. Com-
paring 0S-D1 and 0S-D2 also shows that the number of in-
cidents is not proportional to their combined duration and
that CE is mainly affected.

The security indicators OS-E1 and OS-E2, which measure
the availability of reserve capacity, and OS-F1 and OS-F2,
which measure the duration and number of OV events, are
mostly seen by a few TSOs in CE. In 2021, voltage violations
(OS-F1 and 0OS-F2) were only seen in CE and TSOs should

investigate the reasons behind this evolution.

The increase in reported 0S-G1 and 0OS-G2 minutes in 2020
is prompted by the greater detail of frequency reporting in
the ALFC Report.

0OS-H, which calculates the number of grid separation inci-
dents (RS1 and RS2), is rarely recorded in the pan-European
power systems. OS-H was registered once in 2020 (RS1)
and three times in 2021 (two RS2 events in CE and one RS1
event in Nordics).
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Figure 5.1: Operational security indicator OS-A from 2017
to0 2021. Itis calculated by adding up the number of tripped
transmission system elements reported for all scale 0-3 in-
cidents, and dividing by the number of TSOs in the syn-
chronous area.
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Figure 5.2: Operational security indicator OS-B from 2017
to 2021. It is calculated by adding up the number of
tripped power generation facilities reported for below
scale and scale 0-3 incidents and dividing by the number
of TSOs in the synchronous area. The GBS events are re-
trieved from the Transparency Platform [7]. National Grid
ESO in Great Britain reported their own GBS events.
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Figure 5.4: Operational security indicator 0S-D1 from
2017 to 2021. It is calculated by adding up the number
of minutes in alert and emergency states of all reported
scale 0-3 incidents, and dividing by the number of TSOs
in the synchronous area.
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Figure 5.3: Operational security indicator OS-C from 2017
to 2021. It is calculated by adding up the reported energy
not supplied (ENS) due to unscheduled disconnection of
demand facilities for all scale 0-3 incidents, and dividing
by the number of TSOs in the synchronous area.
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Figure 5.5: Operational security indicator 0S-D2 from
2018-2021. It is calculated by counting the number of
scale 0-3 incidents in which an alert or emergency state
was reported, and dividing by the number of TSOs in the
synchronous area. The security indicator OS-D2 was cre-
ated in 2018. Comparing OS-D1 and OS-D2 shows that the
number of incidents is not directly proportional to their
combined duration.
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Figure 5.6: Operational security indicator OS-E1 from
2017 to 2021. It is calculated by adding up the duration
of RRCO, RRC1 and RRC2 incidents and the duration of all
other scale 0-3 incidents if a reduction of reserve capac-
ity is reported, and dividing by the number of TSOs in the
synchronous area.
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Figure 5.8: Operational security indicator OS-F1 from
2018 to 2021. It is calculated by adding up the duration
of OVBS, OVO, OV1 and OV2 incidents and the duration
of all other incidents on below scale and scale 0-3 where
voltage deviations exceeding the ranges from SOGL An-
nex Il [1, p. 115] are reported, and dividing by the number
of TSOs in the synchronous area. The security indicator
0OS-F1 was created in 2018.
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Figure 5.7: Operational security indicator OS-E2 from
2018 to 2021. It is calculated by counting the number
RRCO, RRC1 and RRC2 incidents and the number of all
other scale 0-3 incidents if a reduction of reserve capac-
ity is reported, and dividing by the number of TSOs in the
synchronous area. The security indicator OS-E2 was cre-
ated in 2018. Comparing OS-E1 and OS-E2 shows that in-
cidents do not usually affect reserves, but when they do,
they tend tend to be longer. In continental Europe, this
is mainly due to the minimum power scheduling resolu-
tion being 30 minutes in most market areas. However,
the amount of minutes is minimal on a yearly basis.
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Figure 5.9: Operational security indicator OS-F2 from
2017 to 2021. It is calculated by counting the number
of violation of standards of voltage incidents (OVBS, OVO,
0OV1 and 0V2) and the number of all other below scale
and scale 0-3 incidents in which the voltage standards are
violated, and dividing by the number of TSOs in the syn-
chronous area.
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Figure 5.10: Operational security indicator OS-G1 from
2017 to 2021. It is calculated by adding up the num-
ber of minutes outside the standard frequency range for
all scale 0-3 incidents. SOGL Article 127(4) [1, p. 76]
sets a frequency quality target parameter for the max-
imum number of minutes for each synchronous area.
The threshold is 15 000 minutes, and each specified syn-
chronous area passed the threshold in 2020. The number
of minutes for 2020 and 2021 were provided by the An-
nual Load-Frequency Control (ALFC) Report.
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Figure 5.12: Operational security indicator OS-H from
2017 to 2021. It is calculated by counting the number of
grid separation incidents (RS1 and RS2).
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Figure 5.11: Operational security indicator OS-G2 from
2017 to 2021. It is calculated by adding up the number of
minutes outside the 50 % of the maximum steady-state
frequency deviation for all scale 0-3 incidents. The num-
ber of minutes for 2020 and 2021 were provided by the
Annual Load-Frequency Control (ALFC) Report.
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5.2 Operational security indicators relevant to operational

planning and scheduling

The operational security indicators relevant to operational
planning and scheduling (OPS) are presented in table 5.3.
Table 5.4 presents the calculated value of each OPS indica-
tor for the year 2021.

The OPS indicators mainly track the occurrences of con-
tingencies from the contingency list. OPS-A tracks the oc-
currences of single contingencies from the list, and OPS-B
records whether the OPS-A occurrences were due to unex-
pected discrepancies from load and generation forecasts.

OPS-C is similar to OPS-A; however, it tracks exceptional
contingencies — that is, the simultaneous occurrence of
multiple contingencies from the contingency list that share
acommon cause. OPS-D records OPS-Cincidents caused by
unexpected discrepancies from load and generation fore-
casts.

The indicator OPS-E tracks the number of scale 0, 1, 2 and
3 incidents where active power reserves was reported as
the cause of the incident.

Table 5.3: The operational security indicators relevant to operational planning and scheduling

Abbr.

Description of the operational security indicator

Calculation method

OPS-A

OPS-B

OPS-C

OPS-D

OPS-E

Number of events in which an incident contained in the
contingency list led to a degradation of the system oper-
ation state — SOGL Article 15(4)(a) [1, p. 19].

Number of events counted by indicator OPS-A (events in
which an incident contained in the contingency list led to
a degradation of the system operation state), in which a
degradation of system operation conditions occurred as a
result of unexpected discrepancies from load or generation
forecasts — SOGL Article 15(4)(b) [1, p. 19].

Number of events in which there was a degradation in
system operation conditions due to an exceptional contin-
gency — SOGL Article 15(4)(c) [1, p. 19].

Number of events counted by indicator OPS-C (events in
which there was a degradation in system operation condi-
tions due to an exceptional contingency), in which a degra-
dation of system operation conditions occurred as a result
of unexpected discrepancies from load or generation fore-
casts — SOGL Article 15(4)(d) [1, p. 19].

Number of events leading to a degradation in system op-
eration conditions due to lack of active power reserves —
SOGL Article 15(4)(e) [1, p. 19].

Sum the number of incidents on scale 0, 1, 2 and 3 if degra-
dation of system operation state is reported and if the cause
of the incident is a contingency from contingency list.

Add up the number of incidents counted by indicator OPS-A
if unexpected discrepancies from load and generation fore-
casts were reported as the cause of the incident.

Sum the number of incidents on scale 0, 1, 2 and 3 if degra-
dation of system operation state is reported and if the cause
of the incident is an exceptional contingency.

Add up the number of incidents counted by indicator OPS-C
if unexpected discrepancies from load and generation fore-
casts were reported as the cause of the incident.

Sum the number of incidents on scale 0, 1, 2 and 3 if lack
of active power reserves was reported as the cause of the
incident.

Table 5.4: Operational security indicators relevant to operational planning and scheduling for each synchronous area.

Synchronous area

Continental Great

Baltic Europe Britain

OPS-A [incidents] 4 156 0
OPS-B [incidents] 0 45 0
OPS-C [incidents] 0 4 0
OPS-D [incidents] 0 1 0
OPS-E [incidents] 0 0 0

Isolated ENTSO-E

Ireland systems Nordic Total
0 4 4 168

0 0 0 45

0 3 0 7

0 0 0 1

0 0 0 0
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5.2.1 Evolution of operational security indicators relevant to operational plan-

ning and scheduling, 2017-2021

This section presents the operational security indicators
relevant to operational planning and scheduling (OPS) for
2017-2021. Figures 5.13-5.16 show the annual calculated
values for the OPS indicators OPS-A, OPS-B, OPS-C and
OPS-E, respectively. The indicator OPS-D is omitted from
this section because only one OPS-D incident was recorded
in 2020 and 2021, respectively (both in CE).

OPS-A decreased slightly compared to 2020 and OPS-C re-
mained the same. OPS-B is approximately 30 % as large as
OPS-A. This indicates that a third of incidents that were
caused by contingencies in the contingency list (OPS-A)
could be prevented by improving the accuracy of load and
generation forecasts in CE.

The indicator OPS-E decreased to zero in 2021 because no
events, not even RRC events, were caused by reduced re-
serve capacity.
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Figure 5.13: Operational security indicator OPS-A from
2017 to 2021. The indicator is calculated by counting the
number of scale 0-3 incidents where a contingency from
the contingency list degraded the system operation state.
Most of the OPS-A incidents are due to ordinary contingen-
cies, and only a few are due to exceptional contingencies

or out-of-range contingencies.
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Figure 5.14: Operational security indicator OPS-B from
2017 to 2021. The indicator is calculated by counting the
number of OPS-A indicators where the cause was unex-
pected discrepancies from load and generation forecasts.
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Figure 5.15: Operational security indicator OPS-C from
2017 to 2021. The indicator is calculated by counting the
number of scale 0-3 incidents where an exceptional con-
tingency degraded the system operation state.
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Figure 5.16: Operational security indicator OPS-E from
2017 to 2021. The indicator is calculated by counting the
number of scale 0-3 incidents caused by lack of active
power reserves.
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6 Events in continental Europe

6.1 Overview of 2021

This section presents an overview of scale 0-3 ICS events
in CE in 2021. The scale 0-3 ICS events are organised by
ICS criterion and further grouped by month and duration
in Table 6.1 and Table 6.2, respectively.

As Table 6.1 shows, a total of 3568 ICS events meeting
the ICS criteria were reported by TSOs in CE in 2021. To-
gether, these events formed 3402 ICS incidents, meaning
that most events only involved one ICS criteria violation.
Approximately 77.5 % of all scale 0—-3 events were scale 0
events, approximately 22 % of all scale 0-3 events were
scale 1 events and 0.5 % of all scale 0-3 events were scale
2 events. All the reported scale 2 incidents were related
to the three scale 2 incidents described in Chapter 4. No
Scale 3 events were reported.

Events on transmission network elements (TO) accounted
for 36 % of all events, violations on standards of voltage
(OV0) for 28 %, and frequency degradations (FO) for 21 %
of the events. Combined, these three ICS categories ac-
counted for 85 % of all events. The number of TO events

was higher during the winter and summer and lower dur-
ing spring and autumn. The number of OV0O and OV1
events were higher during spring and summer, and ON1
events were mostly reported during the first half of the
year.

As shown in Table 6.2, approximately 62 % of all scale O
events, 22 % of all scale 1 and 38 % of all scale 2 were re-
solved within less than an hour. All frequency deviations in
scale 0 (FO) and almost all violations of standards on volt-
age (OV0) events were cleared in less than an hour. How-
ever, T and G events were particularly likely to be resolved
in more than 24 hours. The duration of T and G events de-
pended mainly on the underlying cause of the trip. LT, OV
and RRC events had a more diverse duration distribution,
but approximately 74 % were resolved within less than two
hours. For most TSOs, 30 minutes is the minimum schedul-
ing resolution of power generation. As such, in the 2018
ICS Methodology, RRC incidents that last for more than
30 minutes are automatically classified as scale 1 events.
RRCO events are, therefore, unusual in CE.
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Table 6.1: Number of ICS events by ICS criteria distributed per month in 2021 in continental Europe.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec  Total
Scale 0 Incidents on load (LO) - 1 - - - - - 1 - - - - 2
Incidents leading to frequency degradation (FO) 29 33 206 25 121 13 28 13 72 32 146 28 746
Incidents on network elements (T0) 129 106 62 74 77 181 161 101 110 97 76 113 1287
Incidents on power generating facilities (GO) 11 9 14 7 6 8 12 14 19 12 9 17 138
Separation from the grid (RSO) - - - - - - - - - - R - R
Violation of standards on voltage (OV0) 24 22 35 50 80 43 49 68 67 31 11 15 495
Reduction of reserve capacity (RRCO) - - - - - - - - - 12 8 6 26
Loss of tools, means and facilities (LTO) 5 2 5 3 7 7 4 5 13 9 5 3 68
Total 198 173 322 159 291 252 254 202 281 193 255 182 2762
Scale 1 Incidents on load (L1) 1 - - - - - - 1 - - - - 2
Incidents leading to frequency degradation (F1) 2 - 4 - 10 2 - - 4 2 68 - 92
Incidents on network elements (T1) 6 4 4 2 1 1 - - - 3 6 - 27
Incidents on power generating facilities (G1) - 1 - - - 1 1 - - - - 1 4
N-1 violation (ON1) 10 5 6 7 3 13 - 1 7 3 3 2 60
Separation from the grid (RS1) - - - - - - - - - - - - -
Violation of standards on voltage (OV1) 34 22 21 66 84 38 56 67 88 12 7 17 512
Reduction of reserve capacity (RRC1) 11 2 5 2 5 4 7 7 9 1 2 8 63
Loss of tools, means and facilities (LT1) 4 3 4 3 - 3 2 1 1 3 3 3 30
Total 68 37 44 80 103 62 66 77 109 24 89 31 790
Scale 2 Incidents on load (L2) - - - - - - 2 - - - - - 2
Incidents leading to frequency degradation (F2) 1 - - - - - - - - - - - 1
Incidents on network elements (T2) 2 - - - - - 2 - - - - - 4
Incidents on power generating facilities (G2) - - - - 1 - - - - - - - 1
N violation (ON2) 1 - - - - - - - - R R _ 1
Separation from the grid (RS2) 4 - - - - - 2 - - - - - 6
Violation of standards on voltage (OV2) - - - - - - - - - R R _
Reduction of reserve capacity (RRC2) - - - - 1 - - - - - - - 1
Loss of tools, means and facilities (LT2) - - - - - - - - - - R - _
Total 8 - - - 2 - 6 - - - - - 16
Scale 3 Blackout (OB3) - - - - - - - - - R R _ _
Total - - - - - - - - - - - - -
Grand Total 274 210 366 239 396 314 326 279 390 217 344 213 3568
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Table 6.2: Cumulative Number of ICS events by ICS criteria and duration in 2021 in continental Europe.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (TO)

Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total

Scale1l Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)

Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Scale 3 Blackout (OB3)
Total

Grand Total

6.2 Evolution 2017-2021

This section presents the annual number of ICS events in CE
from 2017 to 2021, distributed by scale and dominating cri-
terion. The dominating criteria used in this report are pre-
sented in Table 2.1. It should be noted that the recorded
values for 2017-2019 aggregate all related ICS events into
ICS incidents, with the ICS criteria set to the event with the
highest priority according to Table 2.1.

As shown in Table 6.3, scale 0 events in 2021 increased by
760 (+38 %) compared to 2020 and by 318 (+13 %) com-
pared to 2019. Comparison with the year 2017 can be mis-
leading because of the substantial 2018 ICS Methodology
change that was introduced for the 2018 Annual Report.
One of the important updates for 2020 and 2021 were

2021
<1lh <2h <5h <10h <24h Total
- 1 1 2 2 2
746 746 746 746 746 746
406 548 780 930 1060 1287
25 35 53 75 95 138
493 495 495 495 495 495
22 26 26 26 26 26
25 46 59 67 68 68
1717 1897 2160 2341 2492 2762
- 1 1 2 2
70 88 92 92 92 92
6 10 13 16 24 27
3 3 3 3 3 4
38 46 54 59 60 60
14 222 396 491 505 512
34 38 54 57 63 63
8 11 22 29 30 30
173 418 635 748 779 790
1 2 2 2 2 2
1 1 1 1 1
2 3 4 4 4 4
1 1
1 1 1 1 1 1
2 6 6 6 6 6
1 1 1 1 1
6 14 15 15 16 16
1896 2329 2810 3104 3287 3568

to register individual ICS events instead of aggregating re-
lated events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.
The 2018 and 2019 Methodology updates are summarised
in Section 2.1.

The number of scale 1 events increased by 505 (+177 %)
over 2020 and 549 (+228 %) over 2019. The largest
changes in the number of scale 1 events are seen in vio-
lations of standards on voltage (OV1) and incident leading
to frequency degradation (F1). OV1 events increased from
116 events in 2020 to 512 events in 2021, F1 events in-
creased from 3 events in 2020 to 92 events in 2021. All
other scale 1 categories show similar numbers to previous
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The number of scale 2 events increased from 0 events in
2020 to 16 events in 2021 and from 2 events in 2019 to 16
events in 2021. The largest changes in the number of scale
2 events are seen in separation from the grid (RS2) and in-
cidents on network elements (T2). RS2 events increased
from 0 event in 2020 to 6 events in 2021 and T2 events
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increased from 0 events in 2020 to 4 events in 2021. All
other scale 2 categories show similar numbers or increased
slightly comparing to previous years. All the reported scale
2 incidents were related to the three scale 2 incidents de-
scribed in Chapter 4.

No scale 3 events were reported in CE in 2021.

Table 6.3: The annual number of ICS events by ICS criterion from 2017 to 2021 in continental Europe. It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to

the event with the highest priority according to Table 2.1.

Scale  ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on load (LO) - - - 4 2
Incidents leading to frequency degradation (FO) 11 953 759 296 746
Incidents on network elements (T0) 377 867 1199 1063 1287
Incidents on power generating facilities (GO) 84 113 93 81 138
Separation from the grid (RSO) - - - 2 -
Violation of standards on voltage (OVO0) 27 336 286 454 495
Reduction of reserve capacity (RRCO) 1 - 1 - 26
Loss of tools, means and facilities (LTO) - 99 106 102 68
Total 500 2368 2 444 2002 2762
Scale 1 Incidents on load (L1) 1 3 - 6 2
Incidents leading to frequency degradation (F1) - 10 7 3 92
Incidents on network elements (T1) 186 5 21 15 27
Incidents on power generating facilities (G1) - - - - 4
N-1 violation (ON1) 66 31 25 56 60
Separation from the grid (RS1) - - - - -
Violation of standards on voltage (OV1) 21 50 9 116 512
Reduction of reserve capacity (RRC1) 12 118 161 66 63
Loss of tools, means and facilities (LT1) 18 25 18 23 30
Total 304 242 241 285 790
Scale 2 Incidents on load (L2) - - - - 2
Incidents leading to frequency degradation (F2) - - - - 1
Incidents on network elements (T2) - - 1 - 4
Incidents on power generating facilities (G2) - - - - 1
N violation (ON2) - 3 1 - 1
Separation from the grid (RS2) - - - - 6
Violation of standards on voltage (OV2) - - - -
Reduction of reserve capacity (RRC2) - - - - 1
Loss of tools, means and facilities (LT2) - - - - -
Total - 3 2 - 16
Scale 3 Blackout (OB3) - - - - -
Total - - - - -
Grand Total 804 2613 2687 2287 3568
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6.3 Analysis of significant changes in trends

In 2021, 3568 events were reported in CE; an increase of
56 % compared to 2020 and an increase of 33 % compared
to 2019. This increase appears to be significant, and is
mainly due to the increase in the number of reported TO
and OV1 events. The increase of OV events was due to the
increase of OV1 events in MAVIR (Hungary TSO). Further-
more, a decrease in RRC1 events compared to 2019 and
2018 was observed, like in year 2020.

The number of OV1 incidents increased by over 340 % rela-
tive to 2020. The number of N-1 violations increased from
56 in 2020 to 60 in 2021, and is similar to the numbers in

2017. The changes in the number after the year 2019 of
reported OV and RRC events is due to the recent method-
ology change in 2020.

The trend of scale 1 events shifting to scale 0 events ob-
served in 2018 continued in 2019, 2020 and 2021. This
shift is due to clarifications and better alignment of the ICS
Methodology with the SOGL. The recent ICS Methodology
updates are summarised in Section 2.1.

The number of scale 2 events is significantly higher com-
pared to previous years. No scale 3 events were reported
in CE.
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7 Events in the Nordic synchronous area

7.1 Overview of 2021

This section presents an overview of ICS events in the
Nordic synchronous area in 2021. The events are pre-
sented by ICS criterion and grouped by month and duration
in Table 7.1 and Table 7.2, respectively. In 2021, 221 scale
0-3 ICS events were reported in the Nordic synchronous
area, of which 214 were scale 0 events, and seven scale 1
events.

As shown in Table 7.1, TO and FO were the most common
type with 101 events and 70 events in 2021, respectively.
These TO events on network elements were mainly due to
tripped HVDC links and HVAC elements because of faults in

operation and maintenance or technical equipment. Fur-
thermore, all events were moderately spread throughout
the year.

As shown in Table 7.2, 55 % of the events were resolved in
less than an hour, and 90 % of all events were resolved in
less than 24 hours.

All incidents leading to frequency degradation (FO and F1)
and separation from the grid (RS1) were resolved within an
hour. Other incidents took longer to resolve. Some (TO0),
(GO0) and one (T1) incident took more than 24 h.

Table 7.1: Number of ICS events by ICS criteria distributed per month in 2021 in the Nordic synchronous area.

Scale  ICS criterion Jan Feb Mar

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO) 3 13 8
Incidents on network elements (TO) 7 8 7
Incidents on power generating facilities (GO)

Separation from the grid (RS0O)

Violation of standards on voltage (OV0)

Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO) 4 3 3
Total 14 24 18
Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1) - 2 1
Incidents on network elements (T1)

Incidents on power generating facilities (G1)

N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)

Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1) 1

Total 1 2 1
Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)

Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)

Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Blackout (OB3)

Total

Grand Total 15 26 19

Scale 3

2021

Apr May Jun Jul Aug Sep Oct Nov Dec  Total
- - - - - 2 - 2

6 6 12 11 10 101

oo W
~
=
w
o

21 10 14 13 21 18 21 24 14 212

21 10 14 15 21 19 21 25 14 220
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Table 7.2: Cumulative number of ICS events by ICS criteria and duration in 2021 in the Nordic synchronous area.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)

Incidents on power generating facilities (GO)
Separation from the grid (RS0)

Violation of standards on voltage (OVO0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total

Scale1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)

Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Scale 3 Blackout (OB3)
Total

Grand Total

7.2 Evolution 2017-2021

This section presents the annual number of ICS events in
the Nordic synchronous area from 2017-2021, distributed
by scale and dominating criterion. The dominating crite-
ria used in this report are presented in Table 2.1 It should
be noted that the recorded values for 2017-2021 aggre-
gate all related ICS events into ICS incidents, with the ICS
criteria set to the event with the highest priority according
to Table 2.1.

As mentioned in Chapter 1, the ICS Methodology has been
changed several times, preventing direct comparison of an-
nual reporting results. Nevertheless, it is useful to examine
recent incident reporting to identify potential trends. The
update of the ICS Methodology has refined the definitions
and thresholds to align with SOGL to improve the over-

2021
<1h <2h <5h <10h <24h Total
1 1 2 2 2 2
70 70 70 70 70 70
35 51 67 76 85 101
3 4 5 8 9 15
1 2 2 2
7 12 18 22 22 22
116 138 163 180 190 212
3 3 3 3 3 3
1 2 2 3
1 1 1 1 1 1
1 1 1 1 1
4 5 6 7 7 8
120 143 169 187 197 220

all data quality, make results comparable between syn-
chronous areas and TSOs, and to ease the analysis and
identification of improvements to system operations. One
of the important updates as of 2020 was to also register
individual ICS events instead of aggregating related events
into ICS incidents, with the ICS criteria set to the event with
the highest priority according to Table 2.1. The Methodol-
ogy updates are summarised in Section 2.1.

As seen in Table 7.3, the number of scale 0 events in 2021
compared to 2020 and 2019 has clearly increased, by 43 %
compared to 2020 and by 251 % compared to 2019. There
was a big increase in FO, TO, GO and LTO. Nordic had first
two events in LO and RSO. The number of scale 1 events
decreased by 65 %.
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Table 7.3: The annual number of ICS events by ICS criterion from 2017 to 2021 in the Nordic synchronous area. It should
be noted that the recorded values for 2016-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale
Scale 0

Scale 1

Scale 2

Scale 3

ICS criterion

Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)
Total

Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)
Total

Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)
Incidents on power generating facilities (G2)
N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)
Total

Blackout (OB3)

Total

Grand Total

2017 2018
- 2

7 77

- 1

- 5

7 85
2 3
33 7
- 2

2 2
37 14
44 99

7.3 Analysis of significant changes in trends

In 2021, 220 scale 0 and 1 events were reported in the
Nordic synchronous area, representing an increase of 53
events compared to 2020 and an increase of 50 events

compared to 2019.

2019 2020 2021
- - 2

- 62 70
59 73 101
1 5 15

- - 2

1 10 22
61 150 212
2 1 -
106 4 3
1 3 3

- 2 -

- 1 1

- 6 1
109 17 8
170 167 220

An increasing trend can be seen in TO, GO and LTO.
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8 Events in Great Britain

8.1 Overview of 2021

This section presents an overview of ICS events in GB in
2021. The events are presented by ICS criterion and further
grouped by month and duration in Table 8.1 and Table 8.2,
respectively.

The National Grid Electricity System Operator (NGESO) of
GB reported 252 ICS events (247 ICS incidents) in 2021, of
which, 251 events (245 incidents) were scale 0 and 1 event
(1 incident) were scale 1.

There were five ICS incidents in which two ICS events were
registered.

¢ |n four incidents, the event on network element(T0)
resulted in generation loss(GO0)

¢ Inoneincident, the event on a network element (TO)
was suppressed by a concurrent event with a higher
priority (FO).

There was one scale 1 ICS event due to loss of tools, means
or facilities (LT1).

Of the 251 scale 0 ICS events, 218 events were related to
transmission network elements (T0), 16 events were due
to loss of tools, means or facilities (LTO), 14 events were
on power generating facilities (G0), and 3 events were fre-
quency degradations (F0). All transmission events were se-

entso®

cured by applying curative remedial actions within appro-
priate timescales. Disturbances on transmission network
elements (T0), loss of tools, means and facilities (LTO) and
power generating facilities (GO) accounted for a significant
portion of the reported ICS events, as shown in Table 8.1
and Table 8.2. Most of the events on transmission system
elements (TO) were caused by primary system faults that
resulted in the automatic operation of circuit breakers fol-
lowing the detection of primary system fault current. The
system remained secure following all events.

As shown in Table 8.1, the reported ICS events were spread
out over the year, with peaks in some months but no spe-
cific trend.

As shown in Table 8.2, 24 % of the reported ICS events were
resolved within one hour and 34 % of the reported events
lasted longer than 24 hours. Thorough site investigations
were initiated, and mitigating actions were deployed in
most instances to ensure that the network elements were
reconditioned and maintained before re-energisation re-
sulting in longer restoration times.

Around 62 % (135) of the 218 events on transmission net-
work elements (TO) and 94 % (32) of the 34 events involv-
ing loss of tools, means and facilities (LTO) were resolved
within 24 hours.
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Table 8.1: Number of ICS events by ICS criteria distributed per month in 2021 in Great Britain.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec  Total
Scale 0 Incidents on load (LO) - - - - - - - - - R R _ _
Incidents leading to frequency degradation (FO) 1 - - 1 - - - - 1 - - - 3
Incidents on network elements (TO) 25 30 10 20 18 16 22 16 22 9 21 9 218
Incidents on power generating facilities (GO) 1 2 1 2 1 1 1 1 1 - - 3 14
Separation from the grid (RSO) - - - - - - - - - - R - R
Violation of standards on voltage (OVO) - - - - - - - - - - R - R
Reduction of reserve capacity (RRCO) - - - - - - - - - - - - -
Loss of tools, means and facilities (LTO) 3 - 1 2 - - - 1 1 1 3 4 16
Total 30 32 12 25 19 17 23 18 25 10 24 16 251
Scale 1 Incidents on load (L1) - - - - - - - - - R R _ _
Incidents leading to frequency degradation (F1) - - - - - - - - - - - R R
Incidents on network elements (T1) - - - - - - - - - R - - -
Incidents on power generating facilities (G1) - - - - - - - - - - - - -
N-1 violation (ON1) - - - - - - - - - R R _ _
Separation from the grid (RS1) - - - - - - - - - - R - _
Violation of standards on voltage (OV1) - - - - - - - - - - - - -
Reduction of reserve capacity (RRC1) - - - - - - - - - R R - R
Loss of tools, means and facilities (LT1) - - - - - - - 1 - - - - 1
Total - - - - - - - 1 - R R _ 1
Scale 2 Incidents on load (L2) - - - - - - - - - R R _ _
Incidents leading to frequency degradation (F2) - - - - - - - - - - - - R
Incidents on network elements (T2) - - - - - - - - - - R - R
Incidents on power generating facilities (G2) - - - - - - - - - - - - -
N violation (ON2) - - - - - - - - - R R _ _
Separation from the grid (RS2) - - - - - - - - - R R _ _
Violation of standards on voltage (OV2) - - - - - - - - - R R _ _
Reduction of reserve capacity (RRC2) - - - - - - - - - R R - -
Loss of tools, means and facilities (LT2) - - - - - - - - - - R - _
Total - - - - - - - - - R R - -
Scale 3 Blackout (OB3) - - - - - - - - - R R _ _
Total - - - - - - - - - R - _ _
Grand Total 30 32 12 25 19 17 23 19 25 10 24 16 252
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Table 8.2: Cumulative number of ICS events by ICS criteria and duration in 2021 in Great Britain.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)

Incidents on power generating facilities (GO)
Separation from the grid (RS0)

Violation of standards on voltage (OV0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)

Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Scale 3 Blackout (OB3)
Total

Grand Total

8.2 Evolution 2017-2021

This section presents the annual number of ICS events in
GB from 2017 to 2021, distributed by scale and ICS cri-
terion. The ICS criteria used in this report are presented
in Table 2.1. It should be noted that the recorded values
for 2016—2019 aggregate all related ICS events into ICS in-
cidents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

NGESO from GB recorded 252 scale 0-3 ICS events (247
ICS incidents) in comparison to 260 ICS events (259 ICS inci-
dents) in 2020, 276 incidents in 2019, 250 in 2018. In 2021,
there were 251 scale 0 ICS events, one scale 1 events and
no scale 2-3 events.

Table 8.3 shows that yearly numbers of ICS events from
2018 to 2021 are quite similar.

2021
<1lh <2h <5h <10h <24h Total
3 3 3 3 3 3
44 65 92 117 135 218
4 6 6 9 12 14
10 12 15 16 16 16
61 86 116 145 166 251
1 1 1 1
1 1 1 1
61 86 117 146 167 252

The large number of scale 0 incidents emerging in 2018 to
2021 are attributed to the change in the ICS Methodology.
The sizeable increase in the number of incidents reported
from 2017 to 2018 was due to the reporting scale change
for frequency degradation (FO) and loss of tools and facili-
ties (LTO).

If FO and LTO events are excluded, the number of incidents
is similar to those reported between 2016 and 2017. The
ICS Methodology updates are summarised in Section 2.1.

In 2021, Great Britain recorded one scale 1 ICS events sim-
ilar to one in 2020 and compared to zero in 2019, two in
2018, 12 in 2017 and 10 in 2016. The first scale 2 incident
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dent can be found in the 2019 ICS Annual Report.

Table 8.3: The annual number of ICS events by ICS criterion from 2017 to 2021 in Great Britain. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the

event with the highest priority according to Table 2.1.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)
Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)
Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)
Incidents on power generating facilities (G2)
N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)
Total

Blackout (OB3)

Total

Scale 3

Grand Total

2017 2018 2019 2020 2021
58 78 2 3
124 156 155 169 218
2 3 - 12 14
31 42 76 16
126 248 275 259 251
10 - -
2 -
2 - - 1 1
12 2 - 1 1
- 1
- 1
138 250 276 260 252

8.3 Analysis of significant changes in trends

In 2021, 252 scale 0-3 ICS events (247 ICS incidents) were
reported in Great Britain’s synchronous area, which is sim-
ilar to the number of incidents reported in 2019 and 2020.
The dominant ICS criteria in 2021 were incidents on trans-
mission system elements (T0) and loss of tools and facilities
(LT0).

The number of scale 0 incidents in 2021 decreased slightly
compared to 2020, whereas scale 1 incidents were similar
in number to previous years (one in 2021, one in 2020, zero

in 2019 and two in 2018).

There were no scale 2 events in 2021, unlike in 2019, when
the first scale 2 incident in GB was recorded. The dominat-
ing ICS criterion of the scale 2 incident in 2019 was inci-
dents leading to frequency degradation (F2).

The increased reporting of ICS incidents is primarily at-
tributed to the ICS Methodology update in 2018 [6]. This
evolving trend requires a follow-up when the methodology
has stabilised.
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9 Events in the Baltic Area

9.1 Overview of 2021

This section presents an overview of ICS events in the Baltic
areain 2021. The events are presented by ICS criterion and
further grouped by month and duration in Table 9.1 and Ta-
ble 9.2, respectively. In 2021, 42 ICS events were reported
in the Baltic area. Of these, 38 were scale 0, 4 were scale
1. No scale 2 and 3 incidents were reported in 2021.

Incidents on transmission network elements (TO) and in-
cidents on power generating facilities (GO) were the most
frequent types of incidents, as shown in Table 9.1. Fur-
thermore, the number of incidents recorded in 2021 has a

entso®

uniform distribution during the year with a slight concen-
tration of incidents in June. In 2021, there were 16 inci-
dents on power generating facilities (GO) compared with
11 in 2019 and 23 in 2020. The GO incidents relate to re-
peating issues at one generating facility. The distribution
of incidents by duration shown in Table 9.2 indicates that
5 of the 42 events in 2021 were resolved in less than an
hour, and 10 events took more than 24 hours to resolve.
Approximately 76 % of all events were resolved within 24
hours.

Table 9.1: Number of ICS events by ICS criteria distributed per month in 2021 in the Baltic area.

Scale ICS criterion Jan Feb

Scale O Incidents on load (LO)

Incidents leading to frequency degradation (FO)

Incidents on network elements (T0) 2 1 2
Incidents on power generating facilities (GO) 1 1 1
Separation from the grid (RSO)

Violation of standards on voltage (OV0)

Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO) - - 1
Total 3 2 4
Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)

Incidents on network elements (T1) 1 - 2
Incidents on power generating facilities (G1)

N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)

Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total 1 - 2
Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)

Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)

Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Blackout (OB3)

Total

Grand Total 4 2 6

Scale 3

2021
Apr May Jun Jul Aug Sep Oct Nov Dec  Total
2 6 2 2 1 1 2 21
1 2 1 2 2 2 2 1 16
1
3 2 7 4 4 1 2 3 3 38
1 4
1 4
3 2 7 4 4 1 2 3 4 42
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Table 9.2: Cumulative number of ICS events by ICS criteria and duration in 2021 in the Baltic area.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)

Incidents on power generating facilities (GO)
Separation from the grid (RS0)

Violation of standards on voltage (OVO0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)

Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Scale 3 Blackout (OB3)
Total

Grand Total

9.2 Evolution 2017-2021

This section presents the annual number of ICS events
in the Baltic area power system from 2017 to 2021, dis-
tributed by scale and dominating criterion. The dominat-
ing criteria used in this report are presented in Table 2.1.
It should be noted that the recorded values for 2016-2019
aggregate all related ICS events into ICS incidents, with the
ICS criteria set to the event with the highest priority ac-

2021
<1lh <2h <5h <10h <24h Total
5 8 10 14 16 21
- - 6 10 11 16
- 1 1 1 1 1
5 9 17 25 28 38
2 3 3 4 4 4
2 3 3 4 4 4
7 12 20 29 32 42

cording to Table 2.1.

The number of reported events shows a slight annual de-
crease, as seen in Table 9.3. Twenty-three of the 26 GO
events in 2020 and 15 of the 16 GO events in 2021 occurred
in Elering’s power grid. These events should be followed up
on in the future. The most common type of event is inci-
dents on network elements (TO).
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Table 9.3: The annual number of ICS events by ICS criterion from 2017 to 2021 in the Baltic area. It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to

the event with the highest priority according to Table 2.1.

Scale
Scale 0

Scale 1

Scale 2

Scale 3

ICS criterion

Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)
Total

Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)
Total

Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)
Incidents on power generating facilities (G2)
N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)
Total

Blackout (OB3)

Total

Grand Total

2017 2018 2019 2020 2021
17 25 28 20 21
- 2 11 26 16

- - - - 1
17 27 39 46 38
- - 2 1 -

- - 1 R -
11 - 3 5 4
- - - 1 -

- - - 1 -

- - - 1 -

- 1 - R -
11 1 6 9 4
R - - 1 -

- - - 1 -
28 28 45 56 42

9.3 Analysis of significant changes in trends

In 2021, a total of 42 scale 0-3 events were reported in the
Baltic area. They were mostly caused by TO incidents and
GO incidents. Although the number of TO events was sta-
ble, the number of GO events fluctuates from year to year.

The number of reported scale 1 events was lower in 2021
compared to 2020. They were mostly caused by events on
transmission network elements (T1). Small differences in
other criteria are more connected to the small size of the
Baltic area and the probability of uncommon events.
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10 Eventsinlreland

10.1 Overview of 2021

This section presents an overview of ICS events in Ireland
in 2021. The events are presented by ICS criterion and fur-
ther grouped by month and duration in Table 10.1 and Ta-
ble 10.2, respectively.

In 2021, 33 ICS events were reported in Ireland, of which
25 were of scale 0 and 8 of scale 1. No scale 2 or scale
3 incidents were reported. Out of all ICS events in Ire-
land, 42 % were incidents on power generating facilities
(G0), 33 % were incidents transmission network elements

2021 Incident Classification Scale Annual Report

FOR PUBLISHING | 21 September 2022

(TO), and the remaining 24 % were N-1 violations (ON1),
as can be seen in Table 10.1. ‘Tripped network elements
caused all GO events and ‘Technical equipment’ was the
cause of most of the TO events. The events did not show
any nonuniform monthly distribution during the year.

61 % (20) of the 33 ICS events were cleared in under 24
hours, as seen in Table 10.2. The remaining 13 lasted 24
hours or longer.

Table 10.1: Number of ICS events by ICS criteria distributed per month in 2021 in Ireland.

ICS criterion Jan Feb Mar
Incidents on load (LO)

Scale
Scale 0
Incidents leading to frequency degradation (FO)
Incidents on network elements (T0) - 1 1
Incidents on power generating facilities (GO) - - -
Separation from the grid (RSO) - - -
Violation of standards on voltage (OVO) - - -
Reduction of reserve capacity (RRCO) - - -
Loss of tools, means and facilities (LTO) - - -
Total - 1 1
Scale 1 Incidents on load (L1) - - -
Incidents leading to frequency degradation (F1) - - -
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1) 1
Separation from the grid (RS1) - - -
Violation of standards on voltage (OV1) - - -
Reduction of reserve capacity (RRC1) - - -
Loss of tools, means and facilities (LT1) - - -
Total 1 - -
Scale 2 Incidents on load (L2) - - -
Incidents leading to frequency degradation (F2) - - -
Incidents on network elements (T2) - - -
Incidents on power generating facilities (G2) - - -
N violation (ON2) - - -
Separation from the grid (RS2) - - -
Violation of standards on voltage (OV2) - - -
Reduction of reserve capacity (RRC2) - - -
Loss of tools, means and facilities (LT2)
Total
Blackout (OB3)
Total - - -
Grand Total 1 1 1

Scale 3

2021

Apr May Jun Jul Aug Sep Oct Nov Dec  Total
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Table 10.2: Cumulative number of ICS events by ICS criteria and duration in 2021 in Ireland.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)

Incidents on power generating facilities (GO)
Separation from the grid (RS0)

Violation of standards on voltage (OVO0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)

Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Scale 3 Blackout (OB3)
Total

Grand Total

10.2 Evolution 2017-2021

This section presents the annual number of ICS events in
Ireland from 2017 to 2021, distributed by scale and ICS cri-
terion. The ICS criteria used in this report are presented
in Table 2.1. It should be noted that the recorded values
for 2016—2019 aggregate all related ICS events into ICS in-
cidents, with the ICS criteria set to the event with the high-
est priority according to Table 2.1.

The number of scale 0 ICS events reported in 2021 is similar
to the four previous years, as seen in Table 10.3. Eight scale

2021

<1lh <5h <10h <24h Total
4 4 4 4 11

3 6 8 14

4 7 10 12 25

3 6 8 8

3 6 8 8

4 10 16 20 33

1 ICS events were reported in 2021, 3 in 2020 and none in
2019.A stable trend of reported scale 0 events can be seen
over the years; however, the number of ON1 events (N-1
violations) is almost triple the number compared to 2020
(3 vs 8).

No scale 2 or scale 3 incidents were reported in Ireland in
2021. The previous scale 2 incident was in 2018, and it
was caused by a frequency deviation mainly due to a loss
of generation.
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Table 10.3: The annual number of ICS events by ICS criterion from 2017 to 2021 in Ireland. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event

with the highest priority according to Table 2.1.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)
Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)
Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)
Incidents on power generating facilities (G2)
N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)
Total

Blackout (OB3)

Total

Scale 3

Grand Total

2017 2018 2019 2020 2021
8 4
3 9 9 8 11
24 7 10 19 14
27 24 23 27 25
6 - -
- - 3 8
2 - -
8 3 8
1 -
1 -
35 25 23 30 33

10.3 Analysis of significant changes in trends

In 2021, a total of 33 ICS events were reported in IE/NI.
The number is the highest since 2018 but still lower than
in 2017, when 35 events were reported.

The dominant criteria in 2021 were events on power gener-
ating facilities (G0) and events involving transmission net-
work elements (T0). The remaining 8 were N-1 violations
(ON1).

The continuing trend of GO and TO events can still be seen

in IE/NI. However, in 2021 there were many scale 1 N-1 vi-
olations (ON1). The number of scale 1 incidents was zero in
2018 and 2019, when the ICS Methodology was updated.
The 2018 and 2019 Methodology updates are summarised
in Section 2.1.

No scale 2 or scale 3 events were reported in 2021, which
means that the reported ICS events were low impact and
did not affect normal operating conditions.
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11.1 Overview of 2021

This section presents an overview of ICS events in isolated
systems in 2021. The events are presented by ICS criterion
and further grouped by month and duration in Table 11.1
and Table 11.2, respectively.

In 2021, a total of 30 ICS events were reported for the iso-
lated systems of Iceland and Cyprus. All the events oc-
curred in Iceland. One of the events was a scale 2 LT event,
whereas the other events where of scale 0 and 1. The LT2
event was due to the energy management system losing
connectivity to its remote terminal units, causing a loss of

entso®

Incidents in isolated systems

control and monitoring capability for the control centre.
Other systems were operable during this time, but the con-
trol and monitoring potential was greatly reduced.

Most of the reported ICS events were events on transmis-
sion network elements (T0), as shown in Table 11.1. TO
events were primarily due to technical equipment and en-
vironmental causes. Two scale 1 events on power gener-
ating facilities (G1) and one event on load (L1) were also
reported. Only a third of the events took longer than 24
hours to resolve as seen in Table 11.2.

Table 11.1: Number of ICS events by ICS criteria distributed per month in 2021 in isolated systems.

Scale  ICS criterion Jan Feb

Scale 0 Incidents on load (LO) - - -
Incidents leading to frequency degradation (FO) - - -
Incidents on network elements (T0) 5 3 2
Incidents on power generating facilities (GO) - - -
Separation from the grid (RS0) - - -
Violation of standards on voltage (OVO)

Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total 5 3 2
Scale 1 Incidents on load (L1) - - -
Incidents leading to frequency degradation (F1) - - -
Incidents on network elements (T1) - - -
Incidents on power generating facilities (G1) - 1 -
N-1 violation (ON1) - - -
Separation from the grid (RS1) - - -
Violation of standards on voltage (OV1) - - -
Reduction of reserve capacity (RRC1) - - -
Loss of tools, means and facilities (LT1)

Total - 1 -
Scale 2 Incidents on load (L2) - - -
Incidents leading to frequency degradation (F2) - - -
Incidents on network elements (T2) - - -
Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2) - - -
Reduction of reserve capacity (RRC2) - - -
Loss of tools, means and facilities (LT2) - - -
Total - - -
Blackout (OB3) - - -
Total - - -
Grand Total 5 4 2

Scale 3

2021

Apr May Jun Jul Aug Sep Oct Nov Dec  Total
3 1 - - 7 1 3 1 26
3 1 7 1 3 1 26

- - - - 1 1

- - - - 1 2

- - - - 2 3

1 - - - - 1

1 - - - - 1

3 2 - - 7 1 3 3 30
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Table 11.2: Cumulative number of ICS events by ICS criteria and duration in 2021 in isolated systems.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)

Incidents on power generating facilities (GO)
Separation from the grid (RS0)

Violation of standards on voltage (OVO0)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)

Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)

Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)

Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)

Incidents on power generating facilities (G2)

N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)

Total

Scale 3 Blackout (OB3)
Total

Grand Total

11.2 Evolution 2017 to 2021

This section presents the annual number of incidents in
the isolated systems from to 2017 to 2021, distributed by
scale and ICS criterion. The ICS criteria used in this report
are presented in Table 2.1. It should be noted that the
recorded values for 2016—2019 aggregate all related ICS
events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

The number of scale 0 ICS events reported in 2020 is signif-
icantly higher than that from 2016 to 2019, as seen in Ta-
ble 11.3. This increase in TO events in 2020 is a result of the

2021

<1lh <2h <5h <10h <24h Total
2 5 9 12 16 26

2 5 9 12 16 26

1 1 1 1 1 1

2 2 2 2 2

1 3 3 3 3 3

- - 1 1 1 1

- - 1 1 1 1

3 8 13 16 20 30

recent ICS Methodology update, which included tripped
100-150 kV network elements which impact operational
security. All other ICS criteria remained approximately on
the same levels.

There was one scale 2 (LT) event, in isolated systems in
2021. No scale 3 events have been reported from 2017
to 2021.

All ICS events during 2017-2021 in the isolated systems
were reported by Landsnet in Iceland, except for four L1
events and one L2 event in 2017 that occurred in Cyprus.
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Table 11.3: The annual number of ICS events by ICS criterion from 2017 to 2021 in isolated systems. It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to

the event with the highest priority according to Table 2.1.

Scale ICS criterion

Scale 0 Incidents on load (LO)

Incidents leading to frequency degradation (FO)
Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Separation from the grid (RSO)

Violation of standards on voltage (OVO)
Reduction of reserve capacity (RRCO)

Loss of tools, means and facilities (LTO)
Total

Scale 1 Incidents on load (L1)

Incidents leading to frequency degradation (F1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
N-1 violation (ON1)

Separation from the grid (RS1)

Violation of standards on voltage (OV1)
Reduction of reserve capacity (RRC1)

Loss of tools, means and facilities (LT1)
Total

Scale 2 Incidents on load (L2)

Incidents leading to frequency degradation (F2)
Incidents on network elements (T2)
Incidents on power generating facilities (G2)
N violation (ON2)

Separation from the grid (RS2)

Violation of standards on voltage (OV2)
Reduction of reserve capacity (RRC2)

Loss of tools, means and facilities (LT2)
Total

Blackout (OB3)

Total

Scale 3

Grand Total

2017 2018 2019 2020 2021
5 10 5 29 26
1 4 3

- - 1
6 10 9 33 26
7 1
6 3 7 12 1
2 - 2
15 3 7 13 3
2 1 -
1 - 1
2 2 - 1
23 15 16 46 30

11.3 Analysis of significant changes in trends

In 2021, a total of 30 ICS events were reported in isolated
systems by Landsnet in Iceland. All incidents were mainly
events on transmission network elements (T); however,
there is no clear visible trend over the last few years. In
addition, the data must be interpreted cautiously as the
overall number of events is low, and the isolated systems
are only represented by two TSO, Landsnet in Iceland and
TSO-Cyprus in Cyprus, which have very different operating
environments.

The number of scale 0, Scale 1 and scale 2 events is not
sufficiently significant to make a relevant comparison with

previous years.

The recent ICS Methodology update in for 2020, that in-
cluded tripped 100-150 kV network elements which im-
pact operational security, can be seen as the reason for
the increased number of reported events after 2019. Most
of the events in the isolated systems occurred in Land-
snet’s transmission network, and the only finding that can
be made is that overall, the number of scale 2 events is
sporadic and that the year 2020 was a year without any
scale 2 events.
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This chapter presents detailed information about each TSO
that reported data according to the Incident Classification
Scale Methodology [3]. In total, 40 TSOs contributed data
to the 2021 ICS report. The TSOs in each synchronous area
are listed below.

TSOs were asked to comment on trends and out of aver-
age values. When comments have been received, they are
presented in this report.

TSOs in continental Europe
e 50Hertz
e Amprion GmbH
e Austrian Power Grid AG (APG)
e CEPS
e CGES
e ELES
e Elia
e EMS JSC
e Energinet (CE)
e ESO EAD
e HOPS
e |[PTO
e MAVIR ZRt
e MEPSO
e NOS BiH
e OST
e PSE
¢ Red Eléctrica
e REN
e RTE
e SEPS
e Swissgrid
e TenneT TSO B.V.
e TenneT TSO GmbH
o TEIAS
e TERNA
¢ Transelectrica
e TransnetBW GmbH

2021 Incident Classification Scale Annual Report
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Overview of events per TSO

Nordic TSOs
¢ Energinet (Nordic)
¢ Fingrid Oyj
e Statnett
e Svenska Kraftnat

TSO in Great Britain
e National Grid ESO

Baltic TSOs
e AS Augstsprieguma tikls (AST)
¢ Elering AS
o Litgrid AB

TSOs in Ireland
e EirGrid
e SONI

TSOs in the isolated systems
e TSO-Cyprus
¢ Landsnet
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12.1 Overview of events per TSOs in continental Europe

12.1.1 Events reported by 50Hertz

This section presents events for 50Hertz, one of the TSOs presents the annual number of ICS events by ICS criterion
in Germany. Table 12.1 presents the monthly distribu- from 2017 to 2021. Figure 12.1 presents the number of
tion of ICS events by ICS criterion in 2021, and Table 12.2 events grouped by duration in 2021.

Table 12.1: Monthly distribution of ICS events by ICS criterion in 2021 for 50Hertz.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents on load (LO) - - - - - - - 1 - - - - 1
Incidents on network elements (T0) 1 3 2 - 3 4 7 8 6 3 3 40
Incidents on power generating facilities (GO) - - 1 - - 1 4 1 - 1 8
Loss of tools, means and facilities (LTO) - - - - - - - - - 1 1
Scale 1 N-1 violation (ON1) 2 - 2 2 - - - - 1 1 1 9
Loss of tools, means and facilities (LT1) - 2 1 2 - - 1 - - 1 1 8
Grand Total 3 5 6 4 3 5 12 10 7 7 2 3 67

Table 12.2: The annual number of ICS events by ICS criterion from 2017 to 2021 for 50Hertz. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on load (LO) - - - - 1
Incidents on network elements (TO) 17 30 24 29 40
Incidents on power generating facilities (GO) 1 - 2 9 8
Loss of tools, means and facilities (LTO) - - 6 2 1
Scale 1 Incidents on network elements (T1) 1 - - - -
Loss of tools, means and facilities (LT1) 1 - 3 9
N-1 violation (ON1) 16 5 3 -
Grand Total 36 35 38 49 67
Duration, t
24h <t
= e E oL M 10h <t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 M 2h<t<sh
[ 1th<t<2h
Number of events Wti<1h

Figure 12.1: Number of events grouped by duration in 2021 for 50Hertz.
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12.1.2 Events reported by Amprion GmbH
This section presents events for Amprion GmbH, one of the presents the annual number of ICS events by ICS criterion

TSOs in Germany. Table 12.3 presents the monthly distri- from 2017 to 2021.
bution of ICS events by ICS criterion in 2021, and Table 12.4

Table 12.3: Monthly distribution of ICS events by ICS criterion in 2021 for Amprion GmbH.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on network elements (T0) 5 9 8 7 12 13 5 9 4 1 3 3 79
Incidents on power generating facilities (GO) 2 3 - 1 2 1 - 1 1 1 3 4 19
Loss of tools, means and facilities (LTO) - - 1 1 - - - 2 - - - - 4
Scale 1 N-1 violation (ON1) - - 1 - - 1 - - 1 - - - 3
Grand Total 7 12 10 9 14 15 5 12 6 2 6 7 105

Table 12.4: The annual number of ICS events by ICS criterion from 2017 to 2021 for Amprion GmbH. It should be noted
that the recorded values for 20162019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 25 47 31 35 79
Incidents on power generating facilities (GO) 19 13 7 9 19
Loss of tools, means and facilities (LTO) - - 6 3 4
Scale 1 Incidents on network elements (T1) 4 1 - - -
Loss of tools, means and facilities (LT1) 4 6 - - -
N-1 violation (ON1) 9 7 3 4 3
Reduction of reserve capacity (RRC1) N N 1 - -
Grand Total 61 74 48 51 105
Duration, t
24h <t
30 37 S 6 W 10h<t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 80 90 100 110 M 2h<t<sh
[ 1th<t<2h
Number of events MWi<1h

Figure 12.2: Number of events grouped by duration in 2021 for Amprion GmbH.
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12.1.3 Events reported by Austrian Power Grid AG (APG)

This section presents events for Austrian Power Grid AG ble 12.6 presents the annual number of ICS events by ICS
(APG), the TSO in Austria. Table 12.5 presents the monthly criterion from 2017 to 2021. Figure 12.3 presents the num-
distribution of ICS events by ICS criterion in 2021, and Ta- ber of events grouped by duration in 2021.

Table 12.5: Monthly distribution of ICS events by ICS criterion in 2021 for Austrian Power Grid AG.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) - 4 - 3 - 4 3 - 1 1 1 - 17
Loss of tools, means and facilities (LTO) - - 1 - - - - - -
Scale 1 N-1 violation (ON1) 1 - - - - 1 - 1 1 - - - 4
Grand Total 1 4 1 3 - 5 3 1 2 1 1 - 22

Table 12.6: The annual number of ICS events by ICS criterion from 2017 to 2021 for Austrian Power Grid AG. It should
be noted that the recorded values for 2016-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale O Incidents on network elements (T0) 24 10 24 24 17
Loss of tools, means and facilities (LTO) - - - 1 1
Scale 1 Incidents on network elements (T1) 3 - - - -
Loss of tools, means and facilities (LT1) - - 2 2 -
N-1 violation (ON1) - - 1 3 4
Grand Total 27 10 27 30 22
Duration, t
24h <t
¢ - o ° M 10h <t<24h
[ sh<t<10h
0 2 4 6 8 10 12 14 16 18 20 22 24 M 2h<t<sh
[ 1h<t<2h
Number of events Wi<1h

Figure 12.3: Number of events grouped by duration in 2021 for Austrian Power Grid AG.
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12.1.4 Events reported by CEPS

This section presents events for CEPS, the TSO in the Czech the annual number of ICS events by ICS criterion from
Republic. Table 12.7 presents the monthly distribution of 2017 to 2021. Figure 12.4 presents the number of events
ICS events by ICS criterion in 2021, and Table 12.8 presents grouped by duration in 2021.

Table 12.7: Monthly distribution of ICS events by ICS criterion in 2021 for CEPS.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 1 3 1 1 4 2 1 5 2 6 1 2 29
Incidents on power generating facilities (GO) - - - - - 2 - 1 2 - - 1 6
Violation of standards on voltage (OVO0) - 1 1 - - - - 1 - 3
Loss of tools, means and facilities (LTO) 1 - - - - - - - - 1
Scale 1 Incidents on load (L1) - - - - - - - 1 1
Violation of standards on voltage (OV1) - 2 - - - - - - 1 3
Loss of tools, means and facilities (LT1) 1 1
Grand Total 3 6 2 1 4 4 1 8 5 6 1 3 44

Table 12.8: The annual number of ICS events by ICS criterion from 2017 to 2021 for CEPS. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on load (LO) - - - 1 -
Incidents on network elements (T0) 12 2 11 18 29
Incidents on power generating facilities (GO) - 2 6 3 6
Loss of tools, means and facilities (LTO) - - 5 1
Separation from the grid (RS0) - - - 2 -
Violation of standards on voltage (OVO0) - 31 19 - 3
Scale 1 Incidents on load (L1) - - - - 1
Incidents on network elements (T1) 3 - 2 4 -
Loss of tools, means and facilities (LT1) 3 1 1 2 1
N-1 violation (ON1) 3 6 - 2 -
Reduction of reserve capacity (RRC1) 2 - - - -
Violation of standards on voltage (OV1) - 7 3 5 3
Grand Total 23 49 47 38 44
Duration, t
24h <t
e W 10h <t<24h
[ sh<t<10h
0 5 10 15 20 25 30 35 40 45 M 2h<t<sh
M 1h<t<2h
Number of events MWi<1h

Figure 12.4: Number of events grouped by duration in 2021 for CEPS.
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12.1.5 Events reported by CGES

This section presents events for CGES, the TSO in Montene- by ICS criterion from 2017 to 2021. CGES did not report
gro. Table 12.9 presents the annual number of ICS events any ICS events in 2021.

Table 12.9: The annual number of ICS events by ICS criterion from 2017 to 2021 for CGES. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 22 84 71 - -
Scale 1 Incidents on network elements (T1) 52

Grand Total 74 84 71
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12.1.6 Events reported by ELES

This section presents events for ELES, the TSO in Slovenia. nual number of ICS events by ICS criterion from 2017 to
Table 12.10 presents the monthly distribution of ICS events 2021. Figure 12.5 presents the number of events grouped
by ICS criterion in 2021, and Table 12.11 presents the an- by duration in 2021.

Table 12.10: Monthly distribution of ICS events by ICS criterion in 2021 for ELES.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 1 - 1 - - - 1 1 - 1 - - 5
Scale 1 N-1 violation (ON1) 1 - B - R R - B _ 1
Loss of tools, means and facilities (LT1) - - - - - 1 - - - - _ _ 1
Grand Total 2 - 1 - - 1 1 1 - 1 7

Table 12.11: The annual number of ICS events by ICS criterion from 2017 to 2021 for ELES. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 5 4 4 - 5
Scale 1 Incidents on network elements (T1) 2 N - 2 -
Loss of tools, means and facilities (LT1) - - - - 1
N-1 violation (ON1) - - - 2 1
Violation of standards on voltage (OV1) - - 1 5 -
Scale 2 N violation (ON2) - - 1 - -
Grand Total 7 4 6 9 7
Duration, t
24h <t
[l 10h<t<24h
M 2h<t<5h
0 1 2 3 4 5 6 7 8 Wt<in

Number of events

Figure 12.5: Number of events grouped by duration in 2021 for ELES.
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12.1.7 Events reported by Elia
This section presents events for Elia, the TSO in Belgium. nual number of ICS events by ICS criterion from 2017 to

Table 12.12 presents the monthly distribution of ICS events 2021. Figure 12.6 presents the number of events grouped
by ICS criterion in 2021, and Table 12.13 presents the an- by duration in 2021.

Table 12.12: Monthly distribution of ICS events by ICS criterion in 2021 for Elia.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on network elements (T0) - 2 - - - 4 1 - - 1 1 9
Incidents on power generating facilities (GO) - - - 1 - - - - - 1
Violation of standards on voltage (OVO) - - - - 1 - - - - 1
Scale 1 Incidents on network elements (T1) - - 2 - - - - - - B 1 R 3
N-1 violation (ON1) - 1 - - - - B - - R R 1 2
Loss of tools, means and facilities (LT1) 1 - - - - - - - - 1 - 2 4
Grand Total 1 3 2 1 1 4 1 - - 2 2 3 20

Table 12.13: The annual number of ICS events by ICS criterion from 2017 to 2021 for Elia. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on load (LO) - - - 2 -
Incidents on network elements (TO) 1 5 6 12 9
Incidents on power generating facilities (GO) 6 1 2 - 1
Loss of tools, means and facilities (LTO) - N 4 3 -
Violation of standards on voltage (OVO) - 1 1 - 1
Scale 1 Incidents on network elements (T1) 1 N » - 3
Loss of tools, means and facilities (LT1) 3 4 - - 4
N-1 violation (ON1) 3 8 4 2
Reduction of reserve capacity (RRC1) 3 - 1 - -
Violation of standards on voltage (OV1) - - - 3 -
Grand Total 17 12 22 24 20
Duration, t
24h <t
8 ° . ¢ B 10h<t<24h
[ sh<t<10h
0 2 4 6 8 10 12 14 16 18 20 M 2h<t<sh
Wt<1h

Number of events

Figure 12.6: Number of events grouped by duration in 2021 for Elia.
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12.1.8 Events reported by EMS JSC

This section presents events for EMS JSC, the TSO of Serbia. nual number of ICS events by ICS criterion from 2017 to
Table 12.14 presents the monthly distribution of ICS events 2021. Figure 12.7 presents the number of events grouped
by ICS criterion in 2021, and Table 12.15 presents the an- by duration in 2021.

Table 12.14: Monthly distribution of ICS events by ICS criterion in 2021 for EMS JSC.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on network elements (T0) 1 - - 3 2 7 5 9 1 1 - 2 31
Incidents on power generating facilities (GO) 1 - - - - - - - - - - 1 2
Violation of standards on voltage (OVO) - - 2 1 - 1 - - - - - - 4
Scale 1 Incidents on network elements (T1) 2 - - - - 1 - - - 1 - - 4
Violation of standards on voltage (OV1) 3 4 5 19 30 15 7 8 14 1 - 3 109
Reduction of reserve capacity (RRC1) - - - - - - B B - R - 4 4
Loss of tools, means and facilities (LT1) - - - - - - - - - 1 1 R 2
Scale 2 Separation from the grid (RS2) 1 - - - - - - B - R R R 1
Grand Total 8 4 7 23 32 24 12 17 15 4 1 10 157

Table 12.15: The annual number of ICS events by ICS criterion from 2017 to 2021 for EMS JSC. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 4 4 8 24 31
Incidents on power generating facilities (GO) - 28 - - 2
Loss of tools, means and facilities (LTO) - - 1 - -
Violation of standards on voltage (OVO0) 12 - - - 4
Scale 1 Incidents on load (L1) 1 - - 1 -
Incidents on network elements (T1) 3 - 3 3 4
Loss of tools, means and facilities (LT1) - - - 1 2
Reduction of reserve capacity (RRC1) 1 - - - 4
Violation of standards on voltage (OV1) - - - - 109
Scale 2 Separation from the grid (RS2) - - - - 1
Grand Total 21 32 12 29 157
Duration, t
24h <t
- =6 = & M 10h <t<24h
[ sh<t<10h
0 20 40 60 80 100 120 140 160 M 2h<t<sh
[ 1th<t<2h
Number of events Wt<1h

Figure 12.7: Number of events grouped by duration in 2021 for EMS JSC.
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12.1.9 Events reported by Energinet (CE)

This section presents events for Energinet (CE), the TSO presents the annual number of ICS events by ICS criterion
in Denmark. Table 12.16 presents the monthly distribu- from 2017 to 2021. Figure 12.8 presents the number of
tion of ICS events by ICS criterion in 2021, and Table 12.17 events grouped by duration in 2021.

Table 12.16: Monthly distribution of ICS events by ICS criterion in 2021 for Energinet (CE).

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 2 2 1 2 2 4 5 1 2 2 5 7 35
Violation of standards on voltage (OVO0) - - - - - 1 - - - - - - 1
Loss of tools, means and facilities (LTO) - - - - - - - - - 1 - 1 2
Grand Total 2 2 1 2 2 5 5 1 2 3 5 8 38

Table 12.17: The annual number of ICS events by ICS criterion from 2017 to 2021 for Energinet (CE). It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 1 6 15 15 35
Loss of tools, means and facilities (LTO) - N 4 3 2
Violation of standards on voltage (OVO) - - - - 1
Scale 1 Incidents on network elements (T1) 6 - - - -
Loss of tools, means and facilities (LT1) - - 1 - -
Reduction of reserve capacity (RRC1) - - - 1 -
Grand Total 7 6 20 19 38

Duration, t

24h <t
W 10h <t<24h
[ sh<t<10h
W 2h<t<5h
[ 1th<t<2h
Number of events Wt<ih

11

0 5 10 15 20 25 30 35 40

Figure 12.8: Number of events grouped by duration in 2021 for Energinet (CE).
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12.1.10 Events reported by ESO EAD

This section presents events for ESO EAD, the TSO in Bul- the annual number of ICS events by ICS criterion from
garia. Table 12.18 presents the monthly distribution of ICS 2017 to 2021. Figure 12.9 presents the number of events
events by ICS criterion in 2021, and Table 12.19 presents grouped by duration in 2021.

Table 12.18: Monthly distribution of ICS events by ICS criterion in 2021 for ESO EAD.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 4 4 2 2 1 9 9 - 5 1 - 1 38
Grand Total 4 4 2 2 1 9 9 - 5 1 - 1 38

Table 12.19: The annual number of ICS events by ICS criterion from 2017 to 2021 for ESO EAD. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 25 29 38 40 38
Incidents on power generating facilities (GO) - - 2 - -
Scale 1 Incidents on network elements (T1) 11 - - - -
Grand Total 36 29 40 40 38
Duration, t
24h <t
= E d M sh<t<10h
M 2h<t<5h
0 5 10 15 20 25 30 35 40 W ih<t<oh
Wt<1h

Number of events

Figure 12.9: Number of events grouped by duration in 2021 for ESO EAD.
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12.1.11 Events reported by HOPS

This section presents events for HOPS, the TSO in Croatia. nual number of ICS events by ICS criterion from 2017 to
Table 12.20 presents the monthly distribution of ICS events 2021. Figure 12.10 presents the number of events grouped
by ICS criterion in 2021, and Table 12.21 presents the an- by duration in 2021.

Table 12.20: Monthly distribution of ICS events by ICS criterion in 2021 for HOPS.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on network elements (T0) 4 2 1 5 6 4 10 10 2 3 1 1 49
Loss of tools, means and facilities (LTO) 2 - 1 2 2 - - 4 - - - 11
Scale 1 Incidents on network elements (T1) 2 - - - - - - - - - - R 2
Reduction of reserve capacity (RRC1) 8 - - - 3 1 - - - - - - 12
Loss of tools, means and facilities (LT1) - 1 1 - - - - - - - - B 2
Scale 2 Incidents on network elements (T2) 1 - - - - - - - . - . - 1
Separation from the grid (RS2) 2 - - - - - B - - R R R 2
Grand Total 19 3 2 6 11 7 10 10 6 3 1 1 79

Table 12.21: The annual number of ICS events by ICS criterion from 2017 to 2021 for HOPS. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1. HOPS did not have any events from 2015-2016.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) - 6 31 31 49

Loss of tools, means and facilities (LTO) - - - 1 11
Scale 1 Incidents on network elements (T1) - - - -

Loss of tools, means and facilities (LT1) - - - -

N-1 violation (ON1) 11 - - - -
Reduction of reserve capacity (RRC1) - - - - 12
Scale 2 Incidents on network elements (T2) - - - - 1
Separation from the grid (RS2) - - - - 2
Grand Total 11 6 31 32 79
Duration, t
24h <t
22 12 = g M 10h<t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 80 M 2h<t<sh
M 1h<t<2h
Number of events Wi<1h

Figure 12.10: Number of events grouped by duration in 2021 for HOPS.
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12.1.12 Events reported by IPTO

This section presents events for IPTO, the TSO in Greece. nual number of ICS events by ICS criterion from 2017 to
Table 12.22 presents the monthly distribution of ICS events 2021. Figure 12.11 presents the number of events grouped
by ICS criterion in 2021, and Table 12.23 presents the an- by duration in 2021.

Table 12.22: Monthly distribution of ICS events by ICS criterion in 2021 for IPTO.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on network elements (T0) 2 1 2 1 3 4 1 11 1 3 1 5 35
Incidents on power generating facilities (GO) 1 - - - - - - - - - - - 1
Violation of standards on voltage (OVO0) 4 1 1 4 1 - - - - 1 2 14
Loss of tools, means and facilities (LTO) 1 3 1 - 4 1 - - 10
Scale 1 Violation of standards on voltage (OV1) 1 6 3 6 5 - 1 1 4 34
Grand Total 4 12 6 9 16 11 1 11 6 5 2 11 94

Table 12.23: The annual number of ICS events by ICS criterion from 2017 to 2021 for IPTO. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 8 22 17 23 35
Incidents on power generating facilities (GO) - - - - 1
Loss of tools, means and facilities (LTO) - - - - 10
Violation of standards on voltage (OVO0) - 2 2 14 14
Scale 1 Incidents on load (L1) - 1 - - -
Incidents on network elements (T1) 17 - 3 1 -
Violation of standards on voltage (OV1) - 1 1 26 34
Grand Total 25 26 23 64 94
Duration, t
24h <t
28 30 4 W 10h<t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 80 90 M 2h<t<sh
M 1h<t<2h
Number of events Wti<1h

Figure 12.11: Number of events grouped by duration in 2021 for IPTO.
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12.1.13 Events reported by MAVIR ZRt

This section presents events for MAVIR ZRt, the TSO in Hun-  grouped by duration in 2021.

gary. Table 12.24 presents the monthly distribution of ICS

events by ICS criterion in 2021, and Table 12.25 presents The RRC events registered by MAVIR ZRt were mostly
the annual number of ICS events by ICS criterion from caused by reaching the technical maximum ramping rate
2017 to 2021. Figure 12.12 presents the number of events of the power plants.

Table 12.24: Monthly distribution of ICS events by ICS criterion in 2021 for MAVIR ZRt.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Violation of standards on voltage (OVO0) 12 5 14 26 19 18 33 35 55 20 5 7 249
Reduction of reserve capacity (RRCO) - - - - - - - - - 11 8 6 25
Scale 1 Incidents on network elements (T1) 3 2 2 1 - - - - 2 5 15
Violation of standards on voltage (OV1) 21 7 12 31 37 10 43 34 69 9 7 7 287
Reduction of reserve capacity (RRC1) 3 1 5 - 1 3 7 7 8 - - - 35
Grand Total 36 16 33 59 58 31 83 76 132 42 25 200 611

Table 12.25: The annual number of ICS events by ICS criterion from 2017 to 2021 for MAVIR ZRt. It should be noted
that the recorded values for 20162019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (TO) = 72 52 6 -
Reduction of reserve capacity (RRCO) - - 1 - 25
Violation of standards on voltage (OVO0) - 77 43 292 249
Scale 1 Incidents on network elements (T1) - - - - 15
Loss of tools, means and facilities (LT1) - - 1 - -
N-1 violation (ON1) - 1 - - -
Reduction of reserve capacity (RRC1) 3 112 155 63 35
Violation of standards on voltage (OV1) - - - - 287
Grand Total 3 262 252 361 611
Duration, t
24h <t
308 103 M 10h<t<24h
W sh<t<10h
0 50 100 150 200 250 300 350 400 450 500 550 600 M 2h<t<sh
[ 1th<t<2h
Number of events Wt<1h

Figure 12.12: Number of events grouped by duration in 2021 for MAVIR ZRt.
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12.1.14 Events reported by MEPSO

This section presents events for MEPSO, the TSO in Mace- events by ICS criterion from 2017 to 2021. MEPSO did not
donia. Table 12.26 presents the annual number of ICS report any ICS events in 2021.

Table 12.26: The annual number of ICS events by ICS criterion from 2017 to 2021 for MEPSO. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (TO) - 4 - -
Scale 1 Incidents on network elements (T1) 4 - 5
Grand Total 4 4 5
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12.1.15 Events reported by NOS BiH

This section presents events for NOS BiH, the TSO in Bosnia ble 12.28 presents the annual number of ICS events by ICS
and Herzegovina. Table 12.27 presents the monthly dis- criterion from 2017 to 2021. Figure 12.13 presents the
tribution of ICS events by ICS criterion in 2021, and Ta- number of events grouped by duration in 2021.

Table 12.27: Monthly distribution of ICS events by ICS criterion in 2021 for NOS BiH.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 2 - 1 - 1 9 2 3 3 2 3 2 28
Incidents on power generating facilities (GO) 1 - - - - - - - 1
Scale 1 Incidents on network elements (T1) 2 - - - 2
Scale 2 Incidents leading to frequency degradation (F2) 1 - - - - - - - - - - - 1
Grand Total 6 - 1 - 1 9 2 3 3 2 3 2 32

Table 12.28: The annual number of ICS events by ICS criterion from 2017 to 2021 for NOS BiH. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 5 80 20 27 28
Incidents on power generating facilities (GO) - - - - 1
Scale 1 Incidents on network elements (T1) - - - - 2
Scale 2 Incidents leading to frequency degradation (F2) - - - - 1
Grand Total 5 80 20 27 32
Duration, t
24h <t
i - 1 W sh<t<10h
M 2h<t<5h
0 5 10 15 20 25 30 W ihst<zh
Mt<1h

Number of events

Figure 12.13: Number of events grouped by duration in 2021 for NOS BiH.
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12.1.16 Events reported by OST

This section presents events for OST, the TSO in Albania. nual number of ICS events by ICS criterion from 2017 to
Table 12.29 presents the monthly distribution of ICS events 2021. Figure 12.15 presents the number of events grouped

by ICS criterion in 2021, and Table 12.30 presents the an- by duration in 2021.

Table 12.29: Monthly distribution of ICS events by ICS criterion in 2021 for OST.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul  Aug Sep Oct
Scale 0 Incidents on network elements (T0) 15 12 1 3 4 3 5 - 6 3
Grand Total 15 12 1 3 4 3 5 - 6 3
Duration, t
24h <t
s 7 6 e I 10h < t<24h
[ sh<t<10h
0 5 10 15 20 25 30 35 40 45 50 55 60 65 W oh<t<sh
W 1h<t<2h
Number of events Wt<1h

Figure 12.14: Number of events grouped by duration in 2021 for OST.

Nov
4
4

Dec  Total
5 61
5 61

Page 68 of 94 ENTSO-E | Rue de Spa, 8 | 1000 Brussels | info@entsoe.eu | www.entsoe.eu | @entso_e


mailto:info@entsoe.eu
www.entsoe.eu
https://twitter.com/ENTSO_E

2021 Incident Classification Scale Annual Report ents OQ

FOR PUBLISHING | 21 September 2022

12.1.17 Events reported by PSE

This section presents events for PSE, the TSO in Poland. Ta- The number of reported events by PSE has been consistent
ble 12.29 presents the monthly distribution of ICS events after 2017. Most of the events have been either incidents
by ICS criterion in 2021, and Table 12.30 presents the an- on network elements (TO) or incidents on power generat-
nual number of ICS events by ICS criterion from 2017 to ing facilities (G0). However, other types of ICS events (LTO,
2021. Figure 12.14 presents the number of events grouped ON1 and RRC1) have occasionally occurred.

by duration in 2021.

Table 12.30: Monthly distribution of ICS events by ICS criterion in 2021 for PSE.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents on network elements (TO) 6 7 4 4 5 8 32 6 5 10 6 7 100
Incidents on power generating facilities (GO) 1 1 5 1 2 1 - - 3 - - - 14
Scale 1 Reduction of reserve capacity (RRC1) - - - - 1 - - - - - - R 1
Loss of tools, means and facilities (LT1) 1 - - - - - - - - - 1 - 2
Scale 2 Incidents on power generating facilities (G2) - - - - 1 - - - - - - - 1
Reduction of reserve capacity (RRC2) - - - - 1 - - - - - - R 1
Grand Total 8 8 9 5 10 9 32 6 8 10 7 7 119

Table 12.31: The annual number of ICS events by ICS criterion from 2017 to 2021 for PSE. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 40 86 89 76 100
Incidents on power generating facilities (GO) - 14 10 13 14
Loss of tools, means and facilities (LTO) - N 1 2 -
Scale 1 Incidents on network elements (T1) 5 - - - -
Loss of tools, means and facilities (LT1) - - - - 2
N-1 violation (ON1) - - - 1 -
Reduction of reserve capacity (RRC1) - - 1 - 1
Scale 2 Incidents on power generating facilities (G2) - - - - 1
Reduction of reserve capacity (RRC2) - - - - 1
Grand Total 45 100 101 92 119
Duration, t
24h <t
5 = 12 4 [l 10h <t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 80 90 100 110 120 W 2h<t<sh
M 1h<t<2h
Number of events MWi<1h

Figure 12.15: Number of events grouped by duration in 2021 for PSE.
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12.1.18 Events reported by Red Eléctrica

This section presents events for Red Eléctrica, the TSO
in Spain. Table 12.32 presents the monthly distribution
of ICS events by ICS criterion in 2021, and Table 12.33
presents the annual number of ICS events by ICS criterion
from 2017 to 2021. Figure 12.16 presents the number of
events grouped by duration in 2021.

The ICS Methodology update in 2018 caused the number
of events that Red Eléctrica reported in 2019 to increase
significantly in comparison to the previous years. As the
same criteria were used for 2019, 2020 and 2021, the dif-
ference between the number of events reported for these
years is minimal. The overwhelming majority of the events
that RE reported in 2021 were related to scale 0 incidents

on network elements, which represent more than 98 % of
the grand total. One scale 1 incident and three scale 2 in-
cidents were reported in Spain during 2021, all of them re-
lated to the incident that occurred on 24 July. More infor-
mation can be found in Chapter 4.3.

January was the month in which more incidents were re-
ported by RE in 2021 (50) when compared to the rest of
months, mainly because of strong weather conditions. The
weather, together with concomitant fires, made June and
September the second and third month with the highest
number of TO reported incidents (38 and 33, respectively).
The rest of the year, the monthly number of events regis-
tered by the Spanish TSO was kept between 10 and 30.

Table 12.32: Monthly distribution of ICS events by ICS criterion in 2021 for Red Eléctrica.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (TO) 50 21 19 15 13 38 17 10 33 11 17 30 274
Scale 1 Incidents on power generating facilities (G1) - - 1 - - - - - 1
Scale 2 Incidents on load (L2) - - 1 R - - R R 1
Incidents on network elements (T2) 1 - - - - - 1
Separation from the grid (RS2) 1 - - - - _ 1
Grand Total 50 21 19 15 13 38 21 10 33 11 17 30 278

Table 12.33: The annual number of ICS events by ICS criterion from 2017 to 2021 for Red Eléctrica. It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to

the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) - 90 235 258 274
Incidents on power generating facilities (GO) 2 - - - -
Loss of tools, means and facilities (LTO) - 1 2 5 -
Scale 1 Incidents on load (L1) - 1 - 1 -
Incidents on network elements (T1) 14 - - - -
Incidents on power generating facilities (G1) - - - - 1
Loss of tools, means and facilities (LT1) 1 1 - - -
Scale 2 Incidents on load (L2) - - - - 1
Incidents on network elements (T2) - - - - 1
Separation from the grid (RS2) - - - - 1
Grand Total 17 93 237 264 278
Duration, t
24h <t
109 41 55 24 S 34 B 10h<t<24h
S5h<t<10h
0 50 100 150 200 250 W ohst<sh
lh<t<2h
Number of events Wi<1h

Figure 12.16: Number of events grouped by duration in 2021 for Red Eléctrica.
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12.1.19 Events reported by REN

This section presents events for REN, the TSO in Portugal. nual number of ICS events by ICS criterion from 2017 to
Table 12.34 presents the monthly distribution of ICS events 2021. Figure 12.17 presents the number of events grouped
by ICS criterion in 2021, and Table 12.35 presents the an- by duration in 2021.

Table 12.34: Monthly distribution of ICS events by ICS criterion in 2021 for REN.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug  Sep Oct  Nov  Total
Scale 0 Incidents on network elements (T0) 3 - - 1 2 1 1 1 4 2 2 17
Incidents on power generating facilities (GO) - - - - - - 1 - - - 1
Scale 2 Incidents on load (L2) - - - - - - 1 - - - 1
Separation from the grid (RS2) - - - - - - 1 - - - 1
Grand Total 3 - - 1 2 1 4 1 4 2 2 20

Table 12.35: The annual number of ICS events by ICS criterion from 2017 to 2021 for REN. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (TO) 38 15 10 11 17
Incidents on power generating facilities (GO) - 1 - - 1
Loss of tools, means and facilities (LTO) - 1 1 2 -
Scale 1 Incidents on network elements (T1) 2 - - - -
Scale 2 Incidents on load (L2) - - - - 1
Separation from the grid (RS2) - - - - 1
Grand Total 40 17 11 13 20
Duration, t
24h <t
8 il 2 W 10h<t<24h
[ sh<t<10h
0 2 4 6 8 10 12 14 16 18 20 M 2h<t<sh
M 1h<t<2h
Number of events Wt<ih

Figure 12.17: Number of events grouped by duration in 2021 for REN.
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12.1.20 Events reported by RTE

This section presents events for RTE, the TSO in France. Ta- Events on transmission networks elements (T0) are mainly
ble 12.36 presents the monthly distribution of ICS events due to weather conditions, particularly thunderstorms dur-
by ICS criterion in 2021, and Table 12.37 presents the an- ing the summer period. However, the system state did
nual number of ICS events by ICS criterion from 2017 to not degrade after those events. The change on the ON1-
2021. Figure 12.18 presents the number of events grouped criteria in the 2019 ICS Methodology [3] explains the in-
by duration in 2021. crease in ON1 events in 2020.

Table 12.36: Monthly distribution of ICS events by ICS criterion in 2021 for RTE.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents on load (LO) - 1 - - - - - - - - - B 1
Incidents on network elements (T0) 11 9 5 5 2 27 17 9 14 23 18 19 159
Incidents on power generating facilities (GO) - - 1 1 - - - 3 10 6 1 8 30
Violation of standards on voltage (OVO0) 1 2 1 3 9 4 7 10 1 - - 1 39
Loss of tools, means and facilities (LTO) - - - - 1 - - - - - - - 1
Scale 1 Incidents on power generating facilities (G1) - 1 - - - 1 - - - - - - 2
N-1 violation (ON1) 6 4 2 4 1 10 - - 1 1 1 1 31
Violation of standards on voltage (OV1) - - - 1 5 - 2 10 - - - - 18
Reduction of reserve capacity (RRC1) - 1 - 1 - - - - - - - B 2
Loss of tools, means and facilities (LT1) - - - - - 1 - - - B - R 1
Scale 2 Incidents on network elements (T2) - - - - - - 1 - - - - - 1
Grand Total 18 18 9 15 18 43 27 32 26 30 20 29 285

Table 12.37: The annual number of ICS events by ICS criterion from 2017 to 2021 for RTE. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents leading to frequency degradation (FO) 11 - - - -
Incidents on load (LO) - - - 1 1
Incidents on network elements (TO) 38 75 270 154 159
Incidents on power generating facilities (GO) 32 30 19 29 30
Loss of tools, means and facilities (LTO) - 14 29 4 1
Violation of standards on voltage (OVO) 3 68 10 15 39
Scale 1 Incidents on network elements (T1) 21 4 3 - -
Incidents on power generating facilities (G1) - - - - 2
Loss of tools, means and facilities (LT1) - 8 7 1 1
N-1 violation (ON1) - 4 - 30 31
Reduction of reserve capacity (RRC1) 1 5 1 2 2
Violation of standards on voltage (OV1) 1 38 2 18 18
Scale 2 Incidents on network elements (T2) - - - - 1
Grand Total 107 246 341 254 285
Duration, t
24h <t
o = = 7 B 10h<t<24h
[ 5h<t<10h
0 50 100 150 200 250 300 M 2h<t<sh
M 1h<t<2h
Number of events Wti<1h

Figure 12.18: Number of events grouped by duration in 2021 for RTE.
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12.1.21 Events reported by SEPS

This section presents events for SEPS, the TSO in Slovakia. nual number of ICS events by ICS criterion from 2017 to
Table 12.38 presents the monthly distribution of ICS events 2021. Figure 12.19 presents the number of events grouped
by ICS criterion in 2021, and Table 12.39 presents the an- by duration in 2021.

Table 12.38: Monthly distribution of ICS events by ICS criterion in 2021 for SEPS.

2021
Scale ICS criterion Feb  Mar  Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (TO) - - 3 - 2 - 3 - - - - 8
Violation of standards on voltage (OV0) 1 - - 7 4 4 7 - - - - 23
Scale 1 Violation of standards on voltage (OV1) - - - - 5 1 6 - - - - 12
Grand Total 1 - 3 7 11 5 16 - - - - 43

Table 12.39: The annual number of ICS events by ICS criterion from 2017 to 2021 for SEPS. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (TO) - 6 2 4 8
Violation of standards on voltage (OVO0) - - 15 49 23
Scale 1 Incidents on network elements (T1) 2 - - 3 -
Loss of tools, means and facilities (LT1) - N - 1 -
N-1 violation (ON1) 2 - - 1 -
Reduction of reserve capacity (RRC1) 1 - - - -
Violation of standards on voltage (OV1) - - 2 11 12
Grand Total 5 6 19 69 43
Duration, t
24h <t
= g M 5h<t<10h
M 2h<t<5h
0 5 10 15 20 25 30 35 40 g5 Minst<zn
Mt<1h

Number of events

Figure 12.19: Number of events grouped by duration in 2021 for SEPS.
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12.1.22 Events reported by Swissgrid

This section presents events for Swissgrid, the TSO in presents the annual number of ICS events by ICS criterion
Switzerland. Table 12.40 presents the monthly distribu- from 2017 to 2021. Figure 12.20 presents the number of
tion of ICS events by ICS criterion in 2021, and Table 12.41 events grouped by duration in 2021.

Table 12.40: Monthly distribution of ICS events by ICS criterion in 2021 for Swissgrid.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 3 4 1 3 1 6 9 - 1 4 1 - 33
Incidents on power generating facilities (GO) - - - - - - - - - - 2 - 2
Violation of standards on voltage (OVO0) - 6 6 9 23 1 2 13 6 6 5 1 78
Loss of tools, means and facilities (LTO) 1 1 1 1 4 - 2 1 1 - 1 13
Scale 1 Violation of standards on voltage (OV1) - - 1 1 2 - - 8 - - - - 12
Loss of tools, means and facilities (LT1) 2 1 - - - - 3
Grand Total 4 11 11 13 27 11 11 24 8 11 8 2 141

Table 12.41: The annual number of ICS events by ICS criterion from 2017 to 2021 for Swissgrid. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents leading to frequency degradation (FO) - - 1 - -
Incidents on network elements (TO) 7 12 31 37 33
Incidents on power generating facilities (GO) 2 1 6 2 2
Loss of tools, means and facilities (LTO) - 5 16 21 13
Violation of standards on voltage (OV0) 1 - - 72 78
Scale 1 Incidents leading to frequency degradation (F1) - N 2 - -
Incidents on load (L1) - 1 - 1 -
Incidents on network elements (T1) 2 - 4 2 -
Loss of tools, means and facilities (LT1) 1 - - 2 3
N-1 violation (ON1) 3 1 2 1 -
Reduction of reserve capacity (RRC1) 1 - 2 - -
Violation of standards on voltage (OV1) - - - 27 12
Scale 2 Incidents on network elements (T2) - - 1 - -
N violation (ON2) - 3 - - -
Grand Total 17 23 65 165 141
Duration, t
24h <t
= 12 d ° M 10h <t<24h
[ sh<t<10h
0 20 40 60 80 100 120 140 M 2h<t<sh
[ 1th<t<2h
Number of events Wt<1h

Figure 12.20: Number of events grouped by duration in 2021 for Swissgrid.
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12.1.23 Events reported by TenneT TSO B.V.

This section presents events for TenneT TSO B.V., the TSO ble 12.43 presents the annual number of ICS events by ICS
in the Netherlands. Table 12.42 presents the monthly dis- criterion from 2017 to 2021. Figure 12.21 presents the
tribution of ICS events by ICS criterion in 2021, and Ta- number of events grouped by duration in 2021.

Table 12.42: Monthly distribution of ICS events by ICS criterion in 2021 for TenneT TSO B.V.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul - Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 3 - 1 - - 2 - 2 1 2 - 5 16
Incidents on power generating facilities (GO) - 1 - - 1 1 2 1 2 1 2 11
Loss of tools, means and facilities (LTO) 1 - 1 1 - - 2 1 4 5 5 1 21
Scale 1 Incidents on power generating facilities (G1) - - - - - - - - - 1 1
N-1 violation (ON1) - - - - 1 - - - 3 - - - 4
Grand Total 4 1 2 1 2 3 4 4 10 8 5 9 53

Table 12.43: The annual number of ICS events by ICS criterion from 2017 to 2021 for TenneT TSO B. It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 4 13 14 13 16
Incidents on power generating facilities (GO) 16 19 12 6 11
Loss of tools, means and facilities (LTO) - 68 23 49 21
Violation of standards on voltage (OVO0) 11 - - - -
Scale 1 Incidents on network elements (T1) 4 - 1 - -
Incidents on power generating facilities (G1) - - - - 1
Loss of tools, means and facilities (LT1) - 3 1 1 -
N-1 violation (ON1) 1 3 6 1 4
Violation of standards on voltage (OV1) 19 - - - -
Grand Total 55 106 57 70 53
Duration, t
24h <t
g I 10h < t<24h
[ sh<t<10h
0 5 10 15 20 25 30 35 40 45 50 55 M 2h<t<sh
[ 1th<t<2h
Number of events Wti<1h

Figure 12.21: Number of events grouped by duration in 2021 for TenneT TSO B.V.
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12.1.24 Events reported by TenneT TSO GmbH

This section presents events for TenneT TSO GmbH, one of
the TSOs in Germany. Table 11.45 presents the monthly
distribution of ICS events by ICS criterion in 2021, and Ta-
ble 11.46 presents the annual number of ICS events by ICS
criterion from 2017 to 2021. Figure 11.22 presents the
number of events grouped by duration in 2021.

The changes in yearly numbers are stable for consistent ICS
Methodologies. Only the T events increased slightly due
to grid expansion measures. The variance during the year
2021 is insignificant. Although the overall grid security is
maintained, it is expected that the number of events might
increase due to grid expansion and more frequent severe
weather conditions.

Table 12.44: Monthly distribution of ICS events by ICS criterion in 2021 for TenneT TSO GmbH.

2021
Scale ICS criterion Jan Feb  Mar Apr  May Jun Jul Aug Sep Oct  Nov Dec  Total
Scale 0 Incidents on network elements (TO) 3 10 5 9 8 2 5 3 7 3 5 4 64
Loss of tools, means and facilities (LTO) 1 - - - 2 - - - - - 3
Scale 1 Incidents on network elements (T1) - 1 1
N-1 violation (ON1) 1 1 - - - - 1 - - 3
Loss of tools, means and facilities (LT1) 1 - 1 - - - - - - 2
Grand Total 4 11 6 10 9 3 7 3 7 4 5 4 73

Table 12.45: The annual number of ICS events by ICS criterion from 2017 to 2021 for TenneT TSO GmbH. It should be
noted that the recorded values for 2016—2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (TO) 26 24 53 54 64
Incidents on power generating facilities (GO) 2 - - 1 -
Loss of tools, means and facilities (LTO) - 10 5 5 3
Violation of standards on voltage (OVO0) - - - 1 -
Scale 1 Incidents on network elements (T1) 2 - - - 1
Loss of tools, means and facilities (LT1) 3 N - 2 2
N-1 violation (ON1) 13 1 2 6 3
Violation of standards on voltage (OV1) 1 4 - - -
Grand Total 47 39 60 69 73
Duration, t
24h <t
5 i L1 20 W 10h <t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 W 2h<t<sh
M 1h<t<2h
Number of events MWi<1h

Figure 12.22: Number of events grouped by duration in 2021 for TenneT TSO GmbH.
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12.1.25 Events reported by TEIAS

This section presents events for TEIAS, the TSO in Turkey. of events grouped by duration in 2021. TEIAS has not re-
Table 12.46 presents the monthly distribution of ICS events ported ICS events prior to 2021.
by ICS criterion in 2021. Figure 12.23 presents the number

Table 12.46: Monthly distribution of ICS events by ICS criterion in 2021 for TEIAS.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on network elements (T0) - 1 2 - 1 3 1 - 2 - - 1 11
Incidents on power generating facilities (GO) 3 2 3 1 - 1 2 3 1 - - - 16
Scale 1 N-1 violation (ON1) - - 1 - - 1 - - - - 1 - 3
Loss of tools, means and facilities (LT1) - - - 1 - - 1 - 1 - - 1 4
Grand Total 3 3 6 2 1 5 4 3 4 - 1 2 34
Duration, t
24h <t
2 W 10h <t<24h
[ sh<t<10h
0 5 10 15 20 25 30 35 W oh<t<sh
M 1h<t<2h
Number of events Wt<1h

Figure 12.23: Number of events grouped by duration in 2021 for TEIAS.
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12.1.26 Events reported by TERNA

This section presents events for TERNA, the TSO in Italy. nual number of ICS events by ICS criterion from 2017 to
Table 12.47 presents the monthly distribution of ICS events 2021. Figure 12.24 presents the number of events grouped
by ICS criterion in 2021, and Table 12.48 presents the an- by duration in 2021.

Table 12.47: Monthly distribution of ICS events by ICS criterion in 2021 for TERNA.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 10 9 4 3 3 8 6 5 6 6 5 10 75
Violation of standards on voltage (OVO0) - 1 1 3 5 - - - - 2 - - 12
Reduction of reserve capacity (RRCO) - - - - - - - - - 1 - - 1
Scale 1 Reduction of reserve capacity (RRC1) - - - 1 - - - - 1 1 2 4 9
Grand Total 10 10 5 7 8 8 6 5 7 10 7 14 97

Table 12.48: The annual number of ICS events by ICS criterion from 2017 to 2021 for TERNA. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) - 63 83 66 75
Loss of tools, means and facilities (LTO) - - 3 - -
Reduction of reserve capacity (RRCO) - - - - 1
Violation of standards on voltage (OVO0) - - - - 12
Scale 1 Incidents on network elements (T1) 17 - - - -
Reduction of reserve capacity (RRC1) - - - - 9
Grand Total 17 63 86 66 97
Duration, t
24h <t
2/ = 0 = M 10h <t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 80 90 100 M 2h<t<sh
[ 1h<t<2h
Number of events Wt<1h

Figure 12.24: Number of events grouped by duration in 2021 for TERNA.
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12.1.27 Events reported by Transelectrica

entso@

This section presents events for Transelectrica, the TSO in  presents the annual number of ICS events by ICS criterion
Romania. Table 12.49 presents the monthly distribution from 2017 to 2021. Figure 12.25 presents the number of
of ICS events by ICS criterion in 2021, and Table 12.50 events grouped by duration in 2021.

Table 12.49: Monthly distribution of ICS events by ICS criterion in 2021 for Transelectrica.

Scale ICS criterion Jan Feb  Mar  Apr

Scale 0 Incidents on network elements (T0) 5 9 8 7
Incidents on power generating facilities (GO) 2 3 - 1
Loss of tools, means and facilities (LTO) - - 1 1

Scale 1 N-1 violation (ON1) - - 1

Grand Total 7 12 10 9
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Table 12.50: The annual number of ICS events by ICS criterion from 2017 to 2021 for Transelectrica. It should be noted
that the recorded values for 20162019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to

the event with the highest priority according to Table 2.1.

Scale ICS criterion
Scale 0 Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Loss of tools, means and facilities (LTO)
Scale 1 Incidents on network elements (T1)
Loss of tools, means and facilities (LT1)
N-1 violation (ON1)
Reduction of reserve capacity (RRC1)
Grand Total
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Figure 12.25: Number of events grouped by duration in 2021 for Transelectrica.
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12.1.28 Events reported by TransnetBW GmbH

This section presents events for TransnetBW GmbH, one ble 12.52 presents the annual number of ICS events by ICS
of the TSOs in Germany. Table 12.51 presents the monthly criterion from 2017 to 2021. Figure 12.26 presents the
distribution of ICS events by ICS criterion in 2021, and Ta- number of events grouped by duration in 2021.

Table 12.51: Monthly distribution of ICS events by ICS criterion in 2021 for TransnetBW GmbH.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) - 1 2 - 1 3 1 - 2 - - 1 11
Incidents on power generating facilities (GO) 3 2 3 1 - 1 2 3 1 - - - 16
Scale 1 N-1 violation (ON1) - - 1 - - 1 - - - - 1 - 3
Loss of tools, means and facilities (LT1) - - - 1 - - 1 - 1 - - 1 4
Grand Total 3 3 6 2 1 5 4 3 4 - 1 2 34

Table 12.52: The annual number of ICS events by ICS criterion from 2017 to 2021 for TransnetBW GmbH. It should be
noted that the recorded values for 2016-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 28 14 16 29 11
Incidents on power generating facilities (GO) 1 - 27 8 16
Scale 1 Incidents on network elements (T1) 4 - - - -
Loss of tools, means and facilities (LT1) 2 2 2 2
N-1 violation (ON1) 5 2 - 1
Grand Total 40 18 45 40 34

Duration, t
24h <t
9 I 10h <t<24h
[ sh<t<10h
W 2h<t<5h
[ 1th<t<2h
Number of events Wt<1h

0 5 10 15 20 25 30 35

Figure 12.26: Number of events grouped by duration in 2021 for TransnetBW GmbH.
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12.2 Overview of events per TSOs in the Nordic synchronous area

12.2.1 Events reported by Energinet (Nordic)

This section presents events for Energinet (Nordic), the TSO presents the annual number of ICS events by ICS criterion
in Denmark. Table 12.53 presents the monthly distribu- from 2017 to 2021. Figure 12.27 presents the number of
tion of ICS events by ICS criterion in 2021, and Table 12.54 events grouped by duration in 2021.

Table 12.53: Monthly distribution of ICS events by ICS criterion in 2021 for Energinet (Nordic).

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents on network elements (T0) 1 2 3 2 - - 2 1 2 - - - 13
Grand Total 1 2 3 2 - - 2 1 2 13

Table 12.54: The annual number of ICS events by ICS criterion from 2017 to 2021 for Energinet (Nordic). It should be
noted that the recorded values for 2016—2019 aggregate all related ICS events into ICS incidents, with the ICS criteria

set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 1 2 5 15 13
Scale 1 Incidents on network elements (T1) 3 1 1
Loss of tools, means and facilities (LT1) - 2 - 2
Separation from the grid (RS1) - - - 1
Grand Total 4 5 6 18 13
Duration, t
24h <t
2 & 1 ! & M 10h <t<24h
Sh<t<10h
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 W 2h<t<sh
lh<t<2h
Number of events Wt<1h

Figure 12.27: Number of events grouped by duration in 2021 for Energinet (Nordic).
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12.2.2 Events reported by Fingrid Oyj

This section presents events for Fingrid Oyj, the TSO in Fin- the annual number of ICS events by ICS criterion from
land. Table 12.55 presents the monthly distribution of ICS 2017 to 2021. Figure 12.28 presents the number of events
events by ICS criterion in 2021, and Table 12.56 presents grouped by duration in 2021.

Table 12.55: Monthly distribution of ICS events by ICS criterion in 2021 for Fingrid Oyj;j.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) - 2 - - 3 - 1 - 3 4 - 13
Loss of tools, means and facilities (LTO) - - - - - - - - 1 - - - 1
Grand Total - 2 - - - 3 - 1 1 3 4 - 14

Table 12.56: The annual number of ICS events by ICS criterion from 2017 to 2021 for Fingrid Oyj. It should be noted
that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) - 4 6 4 13
Incidents on power generating facilities (GO) - 1 - 1 -
Loss of tools, means and facilities (LTO) - - 1 - 1
Violation of standards on voltage (OVO0) - 5 - - -
Scale 1 Incidents on network elements (T1) 4 3 - - -
Grand Total 4 13 7 5 14
Duration, t
24h <t
= 2 1 [ sh<t<10h
W 2h<t<5h
0 2 4 6 8 10 12 14 Minhst<n
BWt<1h

Number of events

Figure 12.28: Number of events grouped by duration in 2021 for Fingrid Oyj.
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12.2.3 Events reported by Statnett

This section presents events for Statnett, the TSO in Nor- the annual number of ICS events by ICS criterion from
way. Table 12.57 presents the monthly distribution of ICS 2017 to 2021. Figure 12.29 presents the number of events
events by ICS criterion in 2021, and Table 12.58 presents grouped by duration in 2021.

Table 12.57: Monthly distribution of ICS events by ICS criterion in 2021 for Statnett.

2021
Scale ICS criterion Jan Feb Mar Apr May Jun Jul Aug  Sep  Oct Nov Dec Total
Scale 0 Incidents on load (LO) - - - - - - - R - R 2 R 2
Incidents on network elements (T0) - 2 - 1 1 3 3 - - 1 6 2 19
Incidents on power generating facilities (GO) - - - - - 1 - - 1 - - - 2
Separation from the grid (RSO) - - - - - - - - 1 - 1 R 2
Scale 1 Incidents on network elements (T1) - - - - - - - - 1 - 1 - 2
Separation from the grid (RS1) - - - - - - 1 - - B - R 1
Grand Total - 2 - 1 1 4 4 - 3 1 10 2 28

Table 12.58: The annual number of ICS events by ICS criterion from 2017 to 2021 for Statnett. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on load (LO) - - - - 2
Incidents on network elements (TO) 2 23 12 14 19
Incidents on power generating facilities (GO) - - 1 2 2
Loss of tools, means and facilities (LTO) - - - 1 -
Separation from the grid (RS0) - - - - 2
Scale 1 Incidents on load (L1) 2 3 2 1 -
Incidents on network elements (T1) 9 2 - 2 2
Loss of tools, means and facilities (LT1) 2 - - - -
N-1 violation (ON1) - 2 - 2 -
Separation from the grid (RS1) - - - - 1
Grand Total 15 30 15 22 28
Duration, t
24h <t
o / e 2 B 10h<t<24h
[ sh<t<10h
0 5 10 15 20 25 M 2h<t<sh
W 1h<t<2h
Number of events Wi<1h

Figure 12.29: Number of events grouped by duration in 2021 for Statnett.
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12.2.4 Events reported by Svenska Kraftnat

This section presents events for Svenska Kraftnat, the TSO presents the annual number of ICS events by ICS criterion
in Sweden. Table 12.59 presents the monthly distribution from 2017 to 2021. Figure 12.30 presents the number of
of ICS events by ICS criterion in 2021, and Table 12.60 events grouped by duration in 2021.

Table 12.59: Monthly distribution of ICS events by ICS criterion in 2021 for Svenska Kraftnat.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 6 2 4 3 5 6 6 8 4 3 5 4 56
Incidents on power generating facilities (GO) - - - - 1 1 - 1 4 1 - 5 13
Loss of tools, means and facilities (LTO) 4 3 3 - 1 - 2 4 2 2 - - 21
Scale 1 Incidents on network elements (T1) - - - - - - 1 - - - - - 1
Loss of tools, means and facilities (LT1) 1 - - - - - - - - - - - 1
Grand Total 11 5 7 3 7 7 9 13 10 6 5 9 92

Table 12.60: The annual number of ICS events by ICS criterion from 2017 to 2021 for Svenska Kraftnat. It should be
noted that the recorded values for 2016—2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents leading to frequency degradation (FO) - 2 - - -
Incidents on network elements (TO) 4 48 36 40 56
Incidents on power generating facilities (GO) - - - 2 13
Loss of tools, means and facilities (LTO) - - - 9 21
Scale 1 Incidents on network elements (T1) 17 1 - 1 1
Loss of tools, means and facilities (LT1) - - - 4 1
Grand Total 21 51 36 56 92
Duration, t
24h <t
=0 15 . Le B 10h<t<24h
[ sh<t<10h
0 10 20 30 40 50 60 70 80 90 W oh<t<sh
[ 1th<t<2h
Number of events Wt<1h

Figure 12.30: Number of events grouped by duration in 2021 for Svenska Kraftnat.

Page 84 of 94 ENTSO-E | Rue de Spa, 8 | 1000 Brussels | info@entsoe.eu | www.entsoe.eu | @entso_e


mailto:info@entsoe.eu
www.entsoe.eu
https://twitter.com/ENTSO_E

2021 Incident Classification Scale Annual Report ents OQ

FOR PUBLISHING | 21 September 2022

12.3 Overview of events per TSOs in Great Britain

12.3.1 Events reported by National Grid ESO

This section presents events for National Grid ESO, the TSO presents the annual number of ICS events by ICS criterion
in Great Britain. Table 12.61 presents the monthly distribu- from 2017 to 2021. Figure 12.31 presents the number of
tion of ICS events by ICS criterion in 2021, and Table 12.62 events grouped by duration in 2021.

Table 12.61: Monthly distribution of ICS events by ICS criterion in 2021 for National Grid ESO.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents leading to frequency degradation (FO) 1 - - 1 - - - - 1 - - - 3
Incidents on network elements (T0) 25 30 10 20 18 16 22 16 22 9 21 9 218
Incidents on power generating facilities (GO) 1 2 1 2 1 1 1 1 1 - - 3 14
Loss of tools, means and facilities (LTO) 3 - 1 2 - - - 1 1 1 3 4 16
Scale 1 Loss of tools, means and facilities (LT1) - - - - - - - 1 - - - - 1
Grand Total 30 32 12 25 19 17 23 19 25 10 24 16 252

Table 12.62: The annual number of ICS events by ICS criterion from 2017 to 2021 for National Grid ESO. It should be
noted that the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents leading to frequency degradation (FO) = 58 78 2 3
Incidents on network elements (T0) 124 156 155 169 218
Incidents on power generating facilities (GO) 2 3 - 12 14
Loss of tools, means and facilities (LTO) - 31 42 76 16
Scale 1 Incidents on network elements (T1) 10 - - - -
Loss of tools, means and facilities (LT1) 2 - - 1 1
N-1 violation (ON1) - 2 - - -
Scale 2 Incidents leading to frequency degradation (F2) - - 1 - -
Grand Total 138 250 276 260 252
Duration, t
24h <t
ot .. 2t B I 10h <t < 24h
[ sh<t<10h
0 20 40 60 80 100 120 140 160 180 200 220 240 260 M 2h<t<sh
[ 1th<t<2h
Number of events Wt<ih

Figure 12.31: Number of events grouped by duration in 2021 for National Grid ESO.
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12.4 Overview of events per TSOs in the Baltic area

12.4.1 Events reported by AS Augstsprieguma tikls (AST)

This section presents events for AS Augstsprieguma tikls ble 12.64 presents the annual number of ICS events by ICS
(AST), the TSO in Latvia. Table 12.63 presents the monthly criterion from 2017 to 2021. Figure 12.32 presents the
distribution of ICS events by ICS criterion in 2021, and Ta- number of events grouped by duration in 2021.

Table 12.63: Monthly distribution of ICS events by ICS criterion in 2021 for AS Augstsprieguma tikls.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents on network elements (TO) - 1 - - - 3 - 1 - - - 1 6
Incidents on power generating facilities (GO) - - - - - - - - - - - 1 1
Grand Total - 1 - - - 3 - 1 - R _ 2 7

Table 12.64: The annual number of ICS events by ICS criterion from 2017 to 2021 for AS Augstsprieguma tikls. It should
be noted that the recorded values for 2016-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria
set to the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0O) 6 7 6 4 6
Incidents on power generating facilities (GO) - - 1 - 1
Scale 1 Incidents leading to frequency degradation (F1) - - 1 - -
Incidents on network elements (T1) - - - 1 -
Incidents on power generating facilities (G1) - - - 1 -
Loss of tools, means and facilities (LT1) - 1 - - -
N-1 violation (ON1) - - - 1 -
Violation of standards on voltage (OV1) - - - 1 -
Scale 2 Incidents on load (L2) - - - 1 -
Grand Total 6 8 8 9 7
Duration, t
24h <t
L M 10h<t<24h
[ sh<t<10h
0 1 2 3 4 5 6 7 M 2h<t<sh
M 1h<t<2h
Number of events Wt<1h

Figure 12.32: Number of events grouped by duration in 2021 for AS Augstsprieguma tikls.
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12.4.2 Events reported by Elering AS
This section presents events for Elering AS, the TSO in Es- the annual number of ICS events by ICS criterion from

tonia. Table 12.65 presents the monthly distribution of ICS 2017 to 2021. Figure 12.33 presents the number of events
events by ICS criterion in 2021, and Table 12.66 presents grouped by duration in 2021.

Table 12.65: Monthly distribution of ICS events by ICS criterion in 2021 for Elering AS.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (T0) 1 - 1 2 - 2 - 1 - - 1 - 8
Incidents on power generating facilities (GO) 1 1 1 1 2 1 2 2 - 2 2 - 15
Grand Total 2 1 2 3 2 3 2 3 - 2 3 - 23

Table 12.66: The annual number of ICS events by ICS criterion from 2017 to 2021 for Elering AS. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 5 6 14 7 8
Incidents on power generating facilities (GO) - 1 10 23 15
Scale 1 Incidents on network elements (T1) 3 - - - -
Grand Total 8 7 24 30 23
Duration, t
24h <t
2 5 2 7 M 10h <t<24h
[ sh<t<10h
0 2 4 6 8 10 12 14 16 18 20 22 24 M 2h<t<sh
[ 1h<t<2h
Number of events Wt<ih

Figure 12.33: Number of events grouped by duration in 2021 for Elering AS.
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12.4.3 Events reported by Litgrid AB

This section presents events for Litgrid AB, the TSO in presents the annual number of ICS events by ICS criterion
Lithuania. Table 12.67 presents the monthly distribution from 2017 to 2021. Figure 12.34 presents the number of
of ICS events by ICS criterion in 2021, and Table 12.68 events grouped by duration in 2021.

Table 12.67: Monthly distribution of ICS events by ICS criterion in 2021 for Litgrid AB.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (TO) 1 - 1 - - 1 2 - 1 - - 1 7
Loss of tools, means and facilities (LTO) - - 1 - - - - - - 1
Scale 1 Incidents on network elements (T1) 1 - 2 - - - - - 1 4
Grand Total 2 - 4 1 2 - 1 - - 2 12

Table 12.68: The annual number of ICS events by ICS criterion from 2017 to 2021 for Litgrid AB. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents on network elements (T0) 6 12 8 9 7
Incidents on power generating facilities (GO) - 1 - 3 -
Loss of tools, means and facilities (LTO) - - - - 1
Scale 1 Incidents on load (L1) - - 2 1 -
Incidents on network elements (T1) 8 - 3 4 4
Grand Total 14 13 13 17 12
Duration, t
24h <t
4 - z M sh<t<10n
W 2h<t<5h
[ 1th<t<2h

0 1 2 3 4 5 6 7 8 9 10 11 12 13 Wi<in

Number of events

Figure 12.34: Number of events grouped by duration in 2021 for Litgrid AB.
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12.5 Overview of events per TSOs in Ireland

12.5.1 Events reported by EirGrid

This section presents events for EirGrid, the TSO in Ireland. nual number of ICS events by ICS criterion from 2017 to
Table 12.69 presents the monthly distribution of ICS events 2021. Figure 12.35 presents the number of events grouped
by ICS criterion in 2021, and Table 12.70 presents the an- by duration in 2021.

Table 12.69: Monthly distribution of ICS events by ICS criterion in 2021 for EirGrid.

2021
Scale ICS criterion Jan Feb  Mar  Apr May Jun Jul Aug Sep Oct  Nov  Dec Total
Scale 0 Incidents on network elements (T0) - 1 1 - - 2 1 - 1 1 1 - 8
Incidents on power generating facilities (GO) - - - 1 - - 2 - - 2 5 4 14
Scale 1 N-1 violation (ON1) 1 - - 1 1 - - 1 7
Grand Total 1 1 1 2 1 2 3 - 4 4 6 4 29

Table 12.70: The annual number of ICS events by ICS criterion from 2017 to 2021 for EirGrid. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents leading to frequency degradation (FO) - 7 4 - -
Incidents on network elements (T0) 3 8 9 6 8
Incidents on power generating facilities (GO) 23 7 8 19 14
Scale 1 Incidents on network elements (T1) 2 - - - -
Loss of tools, means and facilities (LT1) 2 - - - -
N-1 violation (ON1) - - - 3 7
Scale 2 Incidents leading to frequency degradation (F2) - 1 - - -
Grand Total 30 23 21 28 29
Duration, t
24h <t
2 5 4 12 M 10h<t<24h
[ sh<t<10h
0 5 10 15 20 25 30 M2hst<sh
Wt<1h

Number of events

Figure 12.35: Number of events grouped by duration in 2021 for EirGrid.
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12.5.2 Events reported by SONI

This section presents events for SONI, the TSO in North- presents the annual number of ICS events by ICS criterion
ern Ireland. Table 12.71 presents the monthly distribu- from 2017 to 2021. Figure 12.36 presents the number of
tion of ICS events by ICS criterion in 2021, and Table 12.72  events grouped by duration in 2021.

Table 12.71: Monthly distribution of ICS events by ICS criterion in 2021 for SONI.

2021
Scale ICS criterion Jan Feb  Mar Apr May Jun Jul - Aug  Sep Oct  Nov  Dec| Total
Scale 0 Incidents on network elements (TO) - - - - - 2 - - 1 B - B 3
Scale 1 N-1 violation (ON1) - - B - R R _ B 1 1
Grand Total - - - - - 2 - 2 R R R 4

Table 12.72: The annual number of ICS events by ICS criterion from 2017 to 2021 for SONI. It should be noted that the
recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the event
with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021
Scale 0 Incidents leading to frequency degradation (FO) - 1 - - -
Incidents on network elements (T0) - 1 - 2 3
Incidents on power generating facilities (GO) 1 - 2 - -
Scale 1 Incidents on network elements (T1) 4 - - -
N-1 violation (ON1) - - - -
Grand Total 5 2 2 2 4
Duration, t
24h <t
2 f E M 2h<t<sh
Wt<1h
0 1 2 3 4 5

Number of events

Figure 12.36: Number of events grouped by duration in 2021 for SONI.
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12.6 Overview of events per TSOs in isolated systems

12.6.1 Events reported by TSO-Cyprus

This section presents events for TSO-Cyprus, the TSO in events by ICS criterion from 2017 to 2021. Cyprus TSO has
Cyprus. Table 12.73 presents the annual number of ICS not had any events since 2017.

Table 12.73: The annual number of ICS events by ICS criterion from 2017 to 2021 for TSO-Cyprus. It should be noted
that the recorded values for 20162019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to
the event with the highest priority according to Table 2.1.

Scale ICS criterion 2017 2018 2019 2020 2021

Scale 0 Reduction of reserve capacity (RRCO) - - - - -

Scale 1 Incidents on load (L1) 4 - - -

Scale 2 Incidents leading to frequency degradation (F2) - - - - -
Incidents on load (L2) 1 - -

Incidents on network elements (T2) - - - - -
Incidents on power generating facilities (G2) - - - -
Loss of tools, means and facilities (LT2) - - - - -
N violation (ON2) - - - - _
Reduction of reserve capacity (RRC2) - - - - -
Separation from the grid (RS2) - - - - -
Violation of standards on voltage (OV2) - - - - -
Scale 3 Blackout (OB3) - - - - R
Grand Total 5 - - - _
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the annual number of ICS events by ICS criterion from

land. Table 12.74 presents the monthly distribution of ICS 2017 to 2021. Figure 12.37 presents the number of events

events by ICS criterion in 2021, and Table 12.75 presents

grouped by duration in 2021.

Table 12.74: Monthly distribution of ICS events by ICS criterion in 2021 for Landsnet.
2021

Scale ICS criterion Jan  Feb  Mar

Scale 0 Incidents on network elements (T0) 5 3 2

Scale 1 Incidents on network elements (T1) - -
Incidents on power generating facilities (G1) - 1

Scale 2 Loss of tools, means and facilities (LT2) - -

Grand Total

Apr

3

May

Jun
1

J

ul

Aug Sep  Oct Nov Dec Total

1 3 1 26
1 1

1 2

1

Table 12.75: The annual number of ICS events by ICS criterion from 2017 to 2021 for Landsnet. It should be noted that
the recorded values for 2016—-2019 aggregate all related ICS events into ICS incidents, with the ICS criteria set to the
event with the highest priority according to Table 2.1.

Scale ICS criterion
Scale 0 Incidents on network elements (T0)
Incidents on power generating facilities (GO)
Loss of tools, means and facilities (LTO)
Scale 1 Incidents on load (L1)
Incidents on network elements (T1)
Incidents on power generating facilities (G1)
Scale 2 Incidents on load (L2)
Loss of tools, means and facilities (LT2)
Grand Total

0 5 10 15 20

Number of events
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30
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46 30

Duration, t
24h <t

M 10h <t<24h
[ 5h<t<10h
M 2h<t<5h
[ 1h<t<2h
Mt<1h

Figure 12.37: Number of events grouped by duration in 2021 for Landsnet.
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13 Conclusion

The ENTSO-E ICS Methodology has been revised multiple
times since its initial publication in 2014. The 2021 ICS An-
nual Report follows the most recent version, the 2019 ICS
Methodology [3]. The 2021 Annual Report provides a clear
overview of the incidents that took place within each TSO.
This pan-European assessment does not include GB.

The ENTSO-E Members reported a total of 3893 ICS events
for the year 2021, of which 3063 were scale 0, 812 were
scale 1 and 17 were scale 2. No scale 3 incidents were re-
ported. There were 177 more events than incidents. The
similar number of ICS events and ICS incidents in the pan-
European transmission grids indicates that most ICS inci-
dents only had one ICS event. The term ICS event dif-
fers from ICS incident as an incident may contain multiple
events.

Approximately 87 % of all ICS events took place in CE, which
is expected as 27 of the 39 TSOs reside there. The region
dominated the number of incidents at all scales. 16 of the
17 scale 2 ICS events in 2021 took place in CE. All the re-
ported scale 2 incidents in CE were related to the three
scale 2 incidents described in Chapter 4. The number of re-
ported ICS events on all scales reached an all-time high in
2021, with more than double the number of scale 1 and 2
events registered compared to 2020. Increases are mainly
seen in FO, TO, F1, OV1 events on scale 0 and 1. No scale
2 criteria cannot be singled out as the reason behind the
increase because many were triggered in 2021.

entso®

13.1 Recommendations from
the ICS Subgroup

As required by the SOGL [1], the ICS Subgroup should pro-
vide recommendations to improve operational security in
the European power grids. The ICS subgroup has identified
a high increase in ICS events due to violations of standards
on voltage (OV0 and 0OV1), frequency degradation (FO and
F1) and trips of network elements (T0). All voltage viola-
tions were registered in CE, and F and T events were mainly
registered in CE but also occurred in other synchronous ar-
eas.

The ICS Subgroup strongly recommends TSOs that regis-
tered voltage violations to investigate the reason behind
these events and find ways to prevent these in the future.
The subgroup also advocates TSOs who registered many
T events to analyse if there are any actions available to
prevent the increase from continuing. Methods to miti-
gate frequency impacts are covered in the Annual Load-
Frequency Report, also published by ENTSO-E.

Finally, approximately 30 % of the incidents due to contin-
gencies from the contingency-list are due to causes other
than unexpected discrepancies from load and generation
forecasts, as seen from the OS indicators relevant to OPS
in Section 5.2. This indicates that this number could be de-
creased significantly by improving the accuracy of load and
generation forecasts in CE.
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