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Client Certification

13/01/2022
Presented By:  Louis Hamers

Purpose: This webinar is solely for providers who have not installed their certificate (to
access the CTS++ platform) yet. No other topics will be discussed.

Note: This webinar is being recorded. Questions can be asked in the TEAMS chat.
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Why Client Certification?

A digital certificate that is used by the end-user system to make EXTERNAL PARTIES EXTERNAL PARTIES
authenticated request to a remote server.

National Grid Mernber

The certification is installed on the device and the Web Browser of
the end-user, otherwise the end-user cannot connect.

(2) The members goes to the CTS++ website
with the certificate installed on his browser

End-users will install it on their device from where they want to -
access CTS++ platform. Benefits of Client Certification are: REVERSE PROXY
The control of the certificate is
_— .l (2) done at the reverse proxy level
O Secure Multi Factor Authentication
O User-friendly - once installed no further interaction required until -
certification expires .
CTS ++ (3) If the certificate is validated, the member is
a Renewal once a yeal‘ redirected to the CTS++ authentification page
O Reduction of operational cost and risk PAR

a Certificates are centrally managed
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Timeline of Client Certification Process

>

Go Live Client Access for newly registered
Certification (**) users

06/12 Jan 22 12/01 13/01 18/01 26/01

Y

Client Certification

Process/Creation \ |

Y
Parallel Period (*)

\ J
Y

New user application
freeze period

(*) Registered users can access the CTS++ platform either with their user
credentials OR user credentials and Client Certificate

(**) Starting from 5PM CET on Tuesday 18/01, registered users who have not
installed their certificate will not be able to access the CTS++ platform anymore
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Step by Step Guide

Three main tasks required from CTS++ Users

1. Download OpenSSL
7. Create CSR file and provide the file to EPEX team

3. Receive the .PEM file from EPEX team and install + follow instructions

All steps and information on the Client Certification process are detailed in the installation
guide in Section 3

CTS++ - Certificates Installation Guide v0.5.pdf



../../../03_Project Deliverables/06_RFC's & Change Requests/CR01 - MFA + SSO/CTS++ - Certificates Installation Guide_v0.5.pdf
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Q&A - Updated

O Can we have the same certificate for multiple machines in case we are using a generic email account to access CTS++?
A same certificate can be installed on multiple machines/units
O How can we check if the certificate has been installed?
See next slide 10
O Whatif | have Apple OS and no Windows OS?
A seperate guide can be provided
O | cannot install the OpenSSL software?
Use the alternative online tool = https://decoder.link/csr_generator
O How long is the certificate valid for?
One year
O How do | know when my certificate will expire? Will | be informed about this?
You will be informed through email one month in advance by EPEX Market Operator Team
O Can we generate the CSR from ISS instead of OpenSSL and export the PFX that way?

Yes, this is possible.



How to check if you Certificate has been installed?

1. Go to "Browser Settings”

Instellingen

2 Jijen Google
1] e ” om het internet voor iedereen veiliger te maken
8 Automatisch invullen 2 : SearCh for Certlflcates ’ usual |y fogfmm van sommige pagina's die je bezoekt, beperkte systeeminformatie en bepaalde
in ”anacy and SeCU rity” paginacontent naar Google om nieuwe dreigingen te ontdekken en iedereen op internet te
e Beveiliging en privacy beschermen.
@ [loongewms Waarschuwen als je wachtwoorden zijn gelekt bij een gegevenslek
. Chrome vergelijkt periodiek je wachtwoorden met lijsten die online zijn gepubliceerd. Als dit Py
Q. Zoekmachine wordt gedaan, zijn je wachtwoorden en gebruikersnamen versleuteld, zodat ze door niemand
(inclusief Google) kunnen worden gelezen.
BN standaardbrowser
T —— Geen beveiliging (niet aznbevolen) 4. Verify if the Certificate is in place
(O Beschermt je niet tegen gevaarlijke websites, downloads en extensies. Je wordt voor andere services,
zoals Gmail en Zoeken, nog steeds beschermd door Safe Browsing als dat beschikbaar is. -
Certificates x
Geavanceerd -
Intended purpose: <All> ~
Extensies Z Geavanceerd Personal Qther People  Intermediate Certification Authorities  Trusted Root Certification) ¢ | *
Over Chrome Altijd beveiligde verbindingen gebruiken Issued To Issued By Expirato...  Friendly Name

Upgrade navigaties naar HTTPS en krijg een waarschuwing als er sites worden geladen die dit niet [Sl23b40772-0552-44... MS-Organization-Access  18/10/2031  <None

ondersteunen inesh. sola RA MNoProd <Mone >

Eeveiligde DNS gebruiken Py
Bepaalt hoe verbinding wordt gemaakt met websites via een beveiligde verbinding

®  Met je huidige serviceprovider
Beveiligde DNS is mogelijk niet altijd beschikbaar

O Met Aangepast hd Import... Export... Remove Advanced

3. Click on ‘Manage Certificates’

Geef een aangepaste provider op Certificate intended purposes

Server Authentication, Client Authentication

View
# Certificaten beheren &
HTTPS/SSL-certificaten en -instellingen beheren

Het Google-programma ‘Geavanceerde beveiliging'
Beschermt de persoonlijke Google-accounts van iedereen die risico loopt op gerichte aanvallen
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